Contemporary Chinese Political Economy and Strategic Relations:
An International Journal Vol. 7, No. 2, August 2021, pp. 691-715

Fragmenting Cyberspace and
Constructing Cyber Norms: China’s Efforts to
Reshape Global Cyber Governance®

Hon-min Yau”
National Defense University, Taiwan

Abstract

Digitalisation has been an essential element behind the process of
globalization, proposing new ways of interacting among nations and
states. With its rise in the digital domain, China has increased its
involvement in the global dialogue regarding cyber governance. China
has sought to achieve a position from which it is capable of reshaping
the global digital domain as dictated by its interests. This endeavour into
cyberspace leadership entails not only technological but also political
transitions. Hence, this article explores China’s attempts to dictate the
future direction of cyber norms and investigates this process of
discursive production in an effort to understand how China may expand
its influence, reshape the expectations of international audiences, and
establish a favourable strategic environment by “telling China’s stories
well”. The investigation concludes by discussing the implications for the
international community and cyberspace.
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1. Introduction

Since the first email was sent from China on the 20th September 1987,
containing the message “Beyond the Great Wall, joining the world”
(Qiu, 2003), China has developed a considerable presence in cyberspace.
After decades of digitalisation, in 2016, China became the country with
the largest population of Internet users and a quickly expanding cyber
market (Internet Live Stats, 2016). In addition, Chinese homegrown
technology now occupies a sizeable share of the global technology
market, and various domestic companies such as Baidu, Youku, Taobao,
Alipay, Weibo, and Renren are capable of rivalling Google, Youtube,
eBay, PayPal, Twitter, and Facebook (Yau, 2019: 277). In sum, China
has invested substantially to become a formidable cyber power in the
21st century.

Nevertheless, China’s aspirations in cyberspace are both
materialistic and ideological. Existing research often placed their focus
on understanding the roles of the tech sector in China’s growth of power
in cyberspace, but they sometimes ignored the contested relations
between the state and the private sector and simplified them as a
coherent group. As exemplified by China’s interventions on the Alibaba
Ant Group’s expansion in the market and removal of Chinese DiDi from
the domestic app store in 2021 (Taiwan News, 6th July 2021; Financial
Times, 23rd April 2021), the Chinese Communist Party (CCP) would
rein the direction of technology whenever the party feels the interest of
the private sector is incompatible with its domestic policy of cyber
governance. Likewise, internationally China would also seek not only
the enhancement of technology but a new strategic position in which it
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can make the rules rather than a subordinate position in which it must
accept rules made by others. This observation has become increasingly
evident since Xi Jinping assumed the presidency of China and the
position of General Secretary of the CCP in 2012. In July 2014,
President Xi Jinping officially called for countries to respect each other’s
cyber sovereignty during a visit to Brazil (China Daily USA, 17th July
2014 ), reiterating the point at China’s 2015 World Internet Conference
(Xinhua, 16th December 2015). By the end of 2019, what is also
noticeable is that China and its close ally, Russia, had successfully
mobilised sufficient international support to establish a new United
Nations (UN) working group, the Open-Ended Working Group
(OEWG), with a stated goal to “enrich and elaborate” how the principle
of sovereignty applies in cyberspace (United Nations, 2019: 2). China
contends that cyberspace requires strict order and promotes a state-
centric view of the digital domain, which is at odds with the
conventional Western idea of a borderless cyberspace.

Based on this context, this article explores China’s efforts to
intervene in global digitalisation with respect to ideology. In particular,
the investigation focuses on how China has reshaped the existing
discussions and focuses on cyber governance. The study is structured as
follows. First, it explains the division between the East and West in
regard to cyber governance through a brief review of the main points of
contention. Second, the paper highlights how its analytical approach is
distinct from previous research. Third, it explains how discourse is
meaningful and why narratives are crucial to the development of cyber
norms. Fourth, it revisits the historical use of discourse in the shaping of
cyber norms. Fifth, the study presents the evidence of Xi’s focus on
creating a strategy to guide cyber norms. Sixth, the article delves into
how China has exerted power within UN discussions and debates and
the dynamics of its participation. Finally, the paper describes the
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implications of the analysis and how China’s carefully crafted cyber
vision may have broader security ramifications for the world.

2. The Debate on Cyber Governance

China’s narratives concerning cyber sovereignty reflect a long-standing
dispute between the East and the West regarding cyber governance, or
how to regulate behaviour in cyberspace. They both acknowledge the
need to develop agreeable new cyber norms to regulate conduct in
cyberspace and prevent the World Wide Web from becoming a “Wild
West Web” (Arquilla and Ronfeldt (eds.), 1997: 242); however, due to
differences in their political systems and cultures, East and West have
arrived at distinct interpretations of the state’s role in cyberspace (Lu,
2014). As promoted by the United States, the West supports a model of
“multi-stakeholder governance”. Western countries argue that because
cyberspace infrastructure is constructed, managed, operated, and
supported by the private sector, no government may act alone to address
cyberspace issues. Instead, individuals, the Internet community,
enterprises, nongovernmental organizations, and governments should all
be involved in cyber governance through proper coordination and
cooperation. However, led by China and Russia, the East insists on a
model of “multilateral governance”. They argue that cyber “governance”
is not distinct from cyber “government”, And that that the international
community should follow the UN’s state-centric tradition to regulate this
new domain, and that the International Telecommunication Union under
the UN should steer cyber governance affairs. For China, the discourse
on “multilateral governance” should been repackaged as “cyber
sovereignty”. According to China’s official announcement upon the
establishment of the OEWG in 2019, states should “exercise
jurisdiction” over information and communication technology (ICT)
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infrastructure and ICT-related activities within their territories and states
“have the right to make ICTs-related public policies” to manage their
own ICT affairs and protect their citizens in cyberspace (United Nations,
2019: 3). From this perspective, cyber governance encompasses not only
technological responsibility but also social and policy aspects relating to
ICT infrastructure; China is determined to make cyber sovereignty a
legitimate cyber norm.

3. The Research Question

The context presented above indicated that cyber norms are still
agreements yet to come, and it would be too early to say, in Marxism
terminologies, whether China’s waging of a war of position would
enable it to complete in a passive revolution in changing our view of
cyber governance under Xi Jinping’s leadership. However, the research
question presented here is that, technically speaking since China was a
relative latecomer in the ICT area at the beginning of the 21st century,
how has the country been able to transform itself from a position of
dependency towards potentially having a dominant status, by
overcoming the West’s past technological superiority in the tech sector?
To answer this question, this paper adopts the premise that the
future of cyber governance will not be decided by who has more
technology but by who tells a more compelling story. In an example of
such storytelling, CCP Director of the Office of the Central Commission
for Foreign Affairs, Yang Jiechi, in March 2021 during the first Sino-US
talks opined, “The United States itself does not represent international
public opinion, and neither does the Western world. Whether judged by
population-scale or the trend of the world, the Western world does not
represent the global public opinion” (Nikkei Asia, 2021). Rhetoric will
play a key role setting policy for the future direction of global cyber
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governance, and both Eastern and Western powers will presumably aim
to spin compelling narratives to win allies in their bids for policy wins.
Diplomacy certainly has a role in shaping and contesting the rules and
practices of cyber governance, and contemporary international power
struggles are rhetoric driven to some extent. Through the following
investigation, this article further proposes that China has adopted the
terminology of “multilateral”, “democracy”, and “sovereignty” in its
diplomatic narrative to challenge existing power structures in the cyber
domain.

4. Theoretical Foundation: Discourse as Power

Conventional international relations literature often focuses on a nation
state’s physical assets, namely territory, technology, and population.
However, what brings to this article’s attention is that this traditional
view cannot explain how the technologically advanced West has not
successfully leveraged its material resources to maintain its dominance
in the discussion of cyber norms, as witnessed by the growing discussion
of China’s cyber sovereignty in the international arena. Historically
speaking, the US was the creator of the Internet, and many of its
technology companies still dominate essential functions within
cyberspace (Mueller, 2009:  74-75). However, despite the US’s
advanced technology and abundant resources in the cyber domain, they
seem to fail to dictate the future direction of cyberspace in their favour.
Narrative plays an important role to drive the outcome of
discussions on cyber governance, and China’s discursive practice is to
create a social reality or worldview through narrative and inspire
audiences to act upon it. This approach reflects Alexander Wendt’s
argument that theories literally construct the world and regulate our
behaviour (Wendt, 1999: 49). Constructivist approaches emphasise the
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critical role of discourse in international relations and examine how the
prevailing discourse can result in public consensus (Adler, 1997).
Likewise, Foucault argues that discourse is a means of constituting
knowledge, together with social practices, forms of subjectivity, and
power relations (Weedon, 1987: 108). Hence, discourse and narrative
can legitimate an ideological construction, and actions are derived and
justified through this given structure. According to Chinese international
relations scholar, Qin Yaqing, this type of power “determines the action,
position, and identity of every unit inside through its meaning system”
(Qin, 2018: 271). However, despite China’s focus on the use of
diplomatic rhetoric in different issue domains (Zhao, 2016), relatively
few studies have attempted to consider the effect of nonmaterial factors
in cyber competition.

The international establishment of China’s cyber sovereignty
discourse can be taken as evidence of China’s discursive production.
Since Xi Jinping took office, he has emphasised the need to establish
international “discourse power” (huayuquan). In 2013, he specifically
spoke to the CCP Politburo standing committee members and
emphasised the need to “tell China’s story well” (jianghao Zhongguo
gushi) (Xinhua, 31st December 2013). In his visit to Brazil during the
2014 BRICS summit, he also highlighted China’s intention to ally with
developing countries to participate in global governance and create more
discourse power (Xinhua, 17th July 2014). Chinese scholar Sun Jisheng,
the vice president of the China Foreign Affairs University, has vividly
described this strategy as “turning China’s words into global words” (ba
Zhongguo huayu zhuanwei shijie huayu) (Sun, 2019: 36). It is a strategy
not about “letting China have a say in international affairs” but about
“China’s embodiment of power through the use of language” (Rolland,
2020: 10). This study focuses on understanding how the process of
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discursive practice has resulted in a new cyber norm for cyberspace and
what the implications could be.

5. The Discursive Origin of Cyber Norms

In retrospect, the development of cyber governance has been marked by
competing narratives. In 1966, one of the famous Internet pioneers, John
Perry Barlow, claimed that “governments of the industrial world ... have
no sovereignty to cyberspace” (Barlow, 1996). This idea is also reflected
in the US’s establishment of the earliest cyber governance organization,
the Internet Corporation for Assigned Names and Numbers (ICANN),
which is a decentralised entity in charge of technical matters and
nonjudicial issues. However, with the integration of ICT into the daily
life of many, along with the rise of cybercrime and cyberattacks, the
international community has quickly discovered the need to regulate
activities in cyberspace. The Budapest Convention in 2001 was an early
attempt by the European Union to “harmonize” domestic laws across
territories to establish a common standard for law enforcement, and it
was later ratified by 64 UN member states (Council of Europe, 2021).
However, because of a controversial article authorising cross-border
investigations (Article 32b), the convention has not been accepted by
China and Russia. In addition, the UN hosted the World Summit on
Information Security in 2003 and later established the Internet
Governance Forum in 2005 to promote discussions regarding global
cyber governance. Furthermore, after the massive cyberattacks on
Estonia in 2007, the NATO Cooperative Cyber Defence Centre of
Excellence initiated a project to prepare the Tallinn Manual on the
International Law Applicable to Cyber Warfare, commonly known as
Tallinn 1.0, but its revised version from 2017, Tallinn 2.0, has thus far
remained purely academic research.
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International entities have also been considering the future direction
of cyber behaviours, with the West’s idea of multi-stakeholder
governance looming large in such considerations, but many state and
nonstate actors have also proposed initiatives to create common cyber
norms. For example, in 2017, Microsoft unsuccessfully proposed the
Digital Geneva Convention to ensure private infrastructure could not be
exploited by state actors (Jeutner, 2019). France put forth the Paris Call
for Trust and Security in Cyberspace without receiving endorsements
from China or Russia (Ministry for Europe and Foreign Affairs, France,
2021). Since 2018, the Global Commission on the Stability of
Cyberspace has endeavoured to establish general guidelines for states in
regard to responsible cyber behaviour but has not achieved a clear
consensus.

In short, this review illustrates that the development of cyber norms
is still in a volatile stage and achieving a shared understanding of cyber
norms is poised to be a contested process that is subject to the influence
of myriad discourses by international actors (Niemann and Schillinger,
2017). Nevertheless, given that discourse has keen power to reshape
worldviews and influence the global order, whether discourse can be
leveraged by China to dominate future discourse is a key question,
which is in need of careful investigation and answer in this article.

6. Xi Jinping’s Determination to Shape Cyber Norms

China’s official statements have repeatedly displayed its strategic
intent to increase its leverage in the international discursive space.
In 2014, China released a document titled Directives Regarding
the Total Fulfilment of Rule by Laws, which specified the need to
increase its discourse power and influence (Xinhua, 28th October 2014).
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Later that year, the Cyberspace Administration of China was established
to coordinate the country’s overall policy development and international
strategy regarding cyberspace (Central Government, PRC, 27th February
2014). In 2015, Xi called for the international community to follow the
principle of state sovereignty enshrined within the UN Charter in efforts
to regulate behaviours in cyberspace in his opening remarks at the 2nd
World Internet Conference in Wuzhen, China (Xinhua, 16th December
2015). State sovereignty was further elaborated in the CCP’s 13th Five-
Year Plan, which stated the goals of “the establishment of multilateral,
democratic, and transparent international internet governance systems,
and [taking] an active part in international cooperation on the
formulation of international rules relating to cyberspace security”
(National People’s Congress, 2016). In 2016, China released its National
Cyberspace Security Strategy, in which it restated its ambition to “award
its deserved international status” (guoji diwei xiangcheng) by
establishing its leadership in governance and technological capabilities
(CAC, 27th December 2016). In 2017, China’s International Strategy of
Cooperation on Cyberspace also called for nation states to build “[an]
orderly cyberspace and a multilateral, democratic and transparent global
Internet governance system” (Ministry of Foreign Affairs, China, 2017).
In the first Belt and Road Forum for International Cooperation in 2017,
Xi announced the Digital Silk Road and pledged to increase China’s
influence in cyberspace with further international cooperation (Shen,
2018). As indicated in this context, China has clear strategic intention
and sufficient resources, and the next section will investigate how China
exercises its discourse power in the international arena.
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7. The Discursive Practice of Reshaping International Cyber
Governance

Chinese domestic and diplomatic announcements already contain
numerous references of cyber sovereignty. In particular, Xi Jinping
elaborated on the concept in China’s 2nd World Internet Conference in
2015, stating that

“the principle of sovereignty equality enshrined in the Charter of the
United Nations is one of the basic norms in contemporary
international relations ... We shall respect the right of individual
countries to independently choose their own path of cyber
development, model of cyber regulation and internet public policies,
and participate in international cyberspace governance on an equal
footing.” [emphasis added]

(Xinhua, 16th December 2015)

China’s International Strategy of Cooperation in Cyberspace in
2017 also stated, “China supports formulating universally accepted
international rules and norms of state behavior in cyberspace with the
framework of the United Nations ... Relevant efforts should reflect
broad participation, sound management[,] and democratic decision
making ...” (Ministry of Foreign Affairs, China, 2017)

China’s strategic narrative has been very evident on various
occasions. The earliest apparent effort was in 2011, when the Shanghai
Cooperation Organisation (SCO), an regional organization led by China,
initiated a motion in the UN called the International Code of Conduct for
Information Security; the proposal reaffirmed that “policy authority for
Internet-related public issues is the sovereign right of States” [emphasis
added] and ““all the rights and responsibilities of States to protect ... their
information space” (UN General Assembly, 2011). In 2012, China
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further proposed modifying the International Telecommunication
Regulations to enforce a government-controlled Internet; the suggested
amendment did not espouse multistakeholder governance. Although the
proposal was not well-received internationally at the time, the concept
drew substantial attention (McCarthy, 2011).

Since 2010, amid concerns about states’ exploitation of cyberspace,
the UN has convened the Group of Government Experts (UNGGE), in
which emerging cyber norms have been discussed by the international
community (UN General Assembly, 2010). However, in 2015, the SCO
submitted an updated version of the International Code of Conduct for
Information Security and quoted the UNGGE 2013 report: “State
sovereignty and the international norms and principles that flow from it
apply to States’ conduct of ICTs-related activities” [emphasis added]
(UN General Assembly, 2015b). The SCO’s proposal further stated that
the state actors shall promote “the establishment of multilateral,
transparent and democratic international Internet governance”
[emphasis added] to ensure equal access to the international discussion
of cyber norms. China’s strategic intention regarding states’ sovereignty
has been repackaged using the lexicon of “multilateral”, “democracy”,
and “transparency”. This communication strategy has given China the
diplomatic high ground to establish much-needed support based on the
legacy of the Treaty of Westphalia (Meyer, 2015). However, this does
not mean that China agrees with the UNGGE’s conclusion entirely. A
close examination of the UNGGE discussions reveals that, in 2010, the
UNGGE actually agreed with China, but on the additional need to
involve nonstate actors in the dialogue, stating in its consensus report
that “Collaboration among States, and between States, the private sector
and civil society, is important and measures to improve information
security require broad international cooperation to be effective” (UN
General Assembly, 2010). Furthermore, in 2013, the UNGGE seemed to
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suggest that states should play important roles in the effort to reduce ICT
risks and increase global security, but “effective cooperation would
benefit from the appropriate participation of the private sector and civil
society” (UN General Assembly, 2013). Instead of borrowing directly
from the existing norms in the conventional domains, the 2013 UNGGE
report also clearly stated that “Given the unique attributes of ICTs, the
report notes that additional norms could be developed over time”.
However, China’s cherry-picking from UN discussions reflects its
strategic calculation to shape cyber norms by emphasising the need
for state involvement but downplaying the role of the private sector.
As part of this ongoing dispute, in 2015, the UNGGE was mandated to
discuss the extent to which the existing norms would be applicable in
cyberspace (Osula and Roigas, 2016: 119).

China’s pick-and-choose approach was more obvious in the
2015 UNGGE discussion. The 2015 UNGGE report stated that
“Existing obligations under international law are applicable to State
use of ICTs” (UN General Assembly, 2015a). Although China believes
that Westphalian sovereignty is applicable in cyberspace, the country
disagreed with directly borrowing the existing laws on armed conflicts
for the cyber domain (Segal, 2017: 7). China worries that military and
civilian infrastructure are difficult to differentiate in cyberspace (Huang
and Ying, 2019). The US and China have disputed the origins of various
cyberattacks since the US FBI’s indictment of five People’s Liberation
Army hackers in 2014 (Nakashima, 2014), and China worries that
accepting the legacy norms of armed conflict in cyberspace presents
concerns about escalation amid Sino—US disputes on numerous cyber-
incidents (Huang, 2015). The disagreement between the West and China
regarding the future of cyber norms runs deep, and no consensus report
was drafted pursuant to the 2017 UNGGE discussion (Korzak, 2017).
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China eventually established a new UN working group with Russia
in 2019 known as the OEWG (UN General Assembly, 2019b). A well-
known Chinese cybersecurity expert, Huang Zhixiong, believes that the
OEWG is open (kaifang), inclusive (baorong), and transparent
(touming) and is open to all UN members to participate in the
discussion, which is distinct from the UNGGE’s past conduct of secret
meetings and closed dialogue (Huang and Liu, 2020). In tandem with
this continuous effort to reshape the cyber world, on the 5th November
2019, the UN passed a resolution entitled Countering the Use of
Information and Communications Technologies for Criminal Purposes
with the backing of China and Russia. The resolution was designed to
create a draft working group exclusively for states’ participation in the
creation of “a new cybercrime treaty” without consulting nonstate actors
(UN General Assembly, 2019a). The controversy over enforcing
authoritarian states’ political online censorship led to 36 human right
groups voicing complaints against the resolution, citing its potential to
“give wide-ranging power to governments to block websites deemed
critical of the authorities, or even entire networks, applications and
services that facilitate online exchange of and access to information”
(Association for Progressive Communications, 2021).

Thus far, this investigation has indicated that what has contributed
to China’s initial influence in shaping cyber norms in the UN has relied
on the exercise of words, namely power of discourse, instead of material
resources or military alliance. The analysis has also highlighted how the
lexicon of “democracy”, “sovereignty”, and ‘“multilateral”, terms
originating in the West, have been usurped by China and become a
“weapon of the weak” to create a counter-hegemonic discourse (Lee,
2012, 85). In the end, China’s exercise of discourse power, as
orchestrated by Xi Jinping and many Chinese scholars, has entailed it
challenging and resisting the existing cyber order defined by the West.
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8. Fragmenting Cyberspace and Security Implications

China seeks a leadership position in global cyber governance, and its
initial achievement in establishing its own voice can be seen as a product
of Xi Jinping’s strategy of “improv[ing] our capacity for engaging in
international communication so as to tell China’s stories well” (Xi
Jinping, 2017). Although influencing the discourse of cyber sovereignty
represents China’s initial success in diluting Western domination of the
discussion of cyber norms, it also entails the following implications.

First, China’s conceptualization of cyber sovereignty ignores the
fact that modern concept of state sovereignty, based on the Treaty of
Westphalia, is actually a human invention that is subject to new
interpretations. As evidenced by the discussion of the Responsibility to
Protect (Badescu, 2011), which argues that the notion that state
sovereignty should not just be the protection from outside interference
but is a matter of state actors having responsibilities for population’s
welfare, state sovereignty is conditional and infringeable under specific
situations. This comparison indicates that China’s state-centric
worldview regarding cyberspace may be regarded as anachronistic due
to adherence to a definition from 1648. If the conventional concept of
sovereignty is already arguable in physical domains, this raises the
question of whether the legacy of sovereignty is still appropriate for a
brand-new domain created in the late 20th century. This is also to
highlight that, when some may interpret China’s strategy for cyberspace
as grounded primarily in the enhancement of technology and the growth
of material resources, this investigation suggests that the competition is
also discursive and ideological.

Second, at the international level, were China’s narrative of cyber
sovereignty to be adopted, the result could be a world with fragmented
parts of cyberspace, with each regulated under different domestic laws.
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In May 2021, the OEWG released its first consensus report, but so far, it
has reaffirmed the agreement achieved in the 2015 UNGGE without
delivering any meaningful new achievements (UN General Assembly,
2021). This situation may be due to the international attention primarily
occupied by COVID-19, and none of the agreements are ground-
breaking, and they may represent the beginning of a slow process of
long-term diplomacy (Gold, 2021). However, if China’s efforts to
rewrite the cyber order prove successful in the future, new cyber norms
would partition cyberspace and fundamentally contradict the
international community’s past efforts, such as the Budapest
Convention, to promote agreeable cyber behaviour by harmonizing
cyber laws across borders. This assertion of unique territorial jurisdiction
may also hinder the advancement of economic activity in cyberspace, as
suggested by private enterprises, due to “inconsistent or conflicting
national laws and regulations” (Mueller, Mathiason and Klein, 2007:
238-239).

Finally, such a development would also suggest that as China’s
diplomats and scholars continue to promote cyber sovereignty in the
name of protecting the interests of other countries (Cai, 2018: 67; Li,
2019: 109-114), the gradually accepted norm of data localisation or data
sovereignty (Streinz, 2021), namely storing domestic data on devices
that are physically present within the borders of a country, would allow
China to continuously tighten its control over its domestic cyberspace.
From this view, championing cyber sovereignty may be aimed at
securing China’s self-interest in terms of defending its domestic
legitimacy.
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9. Conclusion

China seeks to reshape cyberspace in a manner that reflects its values
and interests, with its efforts depending on discourse power rather than
material power. Hence, this article offers an alternative explanation to
the conventional focus on technological advancement in the ICT
domain. This investigation focuses not on how China’s robust tech
sector could be a formidable force impacting the international system but
rather on how China uses discourse power in its strategic attempt to
counter Western dominance. As illustrated by the saying, “Whoever
rules the words rules the world” (Rolland, 2020: 7), China’s narrative of
cyber sovereignty represents utterances with conscious strategic resolve
and is not benign communicative discourse. China intends to impose “its
preference” through nonviolent means instead of arriving at a consensus
with the international community. This analysis also suggests that the
international community needs to take a more prudent stance in
approaching any claimed knowledge. Language can drive social change
in human society, and thus, individuals must be aware of the danger of
submitting to unexamined rhetoric without exercising critical reflection.

In summary, cyberspace is a world of human making (Yau, 2018).
When the Internet was created, unprecedented connectivity was believed
to be a positive development in human society, and it has increased
shared understanding and promoted innovation. Nonetheless, many
individuals and states no longer believe that cyberspace is a global
common that is not subject to state manipulations. Without being overly
pessimistic, this trajectory suggests that the future of cyberspace
inevitably rests on social agency and individuals’ capacity to act
independently and make more informed choices.
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