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Guest Editor’s Introduction

The special edition of Contemporary Chinese Political Economy and
Strategic Relations: An International Journal (CCPS) — Chinas
Presence in Europe: From Cultural Aspects and the Digital Presence to
Foreign Policy Concerns — covers a selection of papers presented at the
International Conference: “Megatrends in Asia: Digitalization Security
and Foreign Policy Implications”, duly revised by incorporating critical
peer feedback received at the conference and from reviewers. The
conference was organized by the Oriental Business and Innovation
Center at the Budapest Business School — University of Applied
Sciences, Hungary.

The Oriental Business and Innovation Center (OBIC) was
established by the Budapest Business School (University of Applied
Sciences) and the Central Bank of Hungary in 2016. OBIC’s overall goal
is to improve the competitiveness of the Hungarian economy by
contributing to a better understanding of the East Asian region. To
achieve its objective, OBIC aspires to become a leading institution in
Oriental business studies — not only in Hungary, but in the broader
Central European region as well — by the application of its cutting-edge
knowledge and efficient operation. As such, OBIC also plays a
major role in the implementation of the international strategy of BBS.
In its work OBIC concentrates on the following target countries:
India, Indonesia, Japan, Malaysia, the People’s Republic of China,
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the Philippines, the Republic of Korea, Singapore, Thailand, Vietnam
and many others in the Asia-Pacific region.

By joint collaboration, OBIC was established due to various factors.
The 2008-2009 economic crisis in Europe brought about a need to
diversify trade and investment relations in Hungary. In principle, this
need for international diversification, coupled with the evolving
international economic and political environment, has opened up new
prospects for economic relations and knowledge-sharing between
Southeast Asia and Hungary — despite the geographical distance — and
increased the demand for open-minded, culturally skilled and
experienced specialists. The “Eastward Opening” policy of the
Hungarian government since 2010 has been just one governmental
initiative to which OBIC can provide significant feedback by broadening
the economic, political and cultural knowledge base through
strengthening the exchange of ideas, scholars and students.

To achieve its objectives, OBIC uses a variety of tools and
instruments along the following lines. OBIC offers free courses in
Oriental languages (Chinese, Japanese, Korean, Indonesian and
Vietnamese) as well as East Asian intercultural management trainings at
the Budapest Business School. Through its student mobility program
OBIC provides scholarships for BBS students to travel to East Asian
countries and gather first-hand experience in the form of student
exchanges and summer school. OBIC also supports the inbound and
outbound mobility of researchers, thereby contributing to academic
collaboration and the circulation of skills and ideas. OBIC is dedicated
to promoting advanced and focused research in order to provide wider
knowledge. Last but not least, OBIC regularly organizes various events
(conferences, workshops) related to the region in fields such as
international business management, international relations, finance and

Contemporary Chinese Political Economy and Strategic Relations:
An International Journal 7(2) ¢ 2021
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commerce in order to educate and offer platforms for intellectual and
academic exchange.

After having to postpone the OBIC International Conference 2020,
the OBIC organizes its annual conference in 2021 online, through live-
stream with real-time presence according to the following topic:
“Megatrends in Asia”: Digitalization Security and Foreign Policy
Implications.

The term “megatrend” was coined by John Naisbitt in 1982. Back
then he defined ten global megatrends that he viewed as important,
seemingly unstoppable long-term shifts in the progress of societies. The
goal of the OBIC conference is to discuss key, long-term
challenges—megatrends—of the Asian region, with a special focus on
digitalization in countries’ security and foreign policies. In recent years,
Asian societies have been confronted by the rise of China transforming
the Asia-Pacific region, particularly in economy- and security-related
areas. At the same time, India and Indonesia are also rising economic
powers that are substantially changing the shape of Asian economic
power relations. The rapid growth of markets in the region has become
more and more important as an element of global growth, however,
challenges such as migration, urbanization, severe environmental
problems (the climate challenge, air pollution, etc.) must be dealt with
too. Over the course of the last decade, these tensions have often turned
into local political disputes (i.e. in the South China Sea) and new
initiatives (such as the Belt and Road Initiative) have come under fire
and have also been fiercely debated in some countries too.

One of the megatrends, to which special attention ought to be paid
at the conference, is digitalization and its significance in countries’
security and foreign policies. Recent technological developments have
allowed observers to realize that a new wave of the technology
revolution is about to transform the global economy and politics as well.
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Digitalization, 5G networks, the Internet of Things, artificial
intelligence, and their profound impact are already here, however the
way we are doing business, implementing our economic policies, and
pursuing foreign policies is about to change more significantly than we
could ever have imagined.

The OBIC welcomed papers related to Asian megatrends at its
conference in 2021, including the following research areas, and it
arranged the panels accordingly: digitalization, demographics, economic
interconnectedness, economic power shift, climate change, urbanization,
migration.
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Abstract

The technological competition between the United States and China
cannot be interpreted as a fight for technological dominance without
oversimplifying the case. Digital technology is universal, and it
eliminates all boundaries; therefore, its advancement strongly depends
on interstate cooperation. In this context the rivals need to rely on each
other; furthermore, the contribution of the consumers is indispensable
because they provide the data necessary for further developments,
innovations. Although the European Union strives toward a unified
digital strategy, and it has elaborated the strictest regulation so far, the
member states hold different views regarding their reliance on foreign
technology. The development of digital technology cannot be isolated,
and in this process, China seems to offer better alternatives to many
European countries than the U.S. The question is whether the EU,
despite the frictions among its members regarding their China policies,
can diminish its dependence on the two tech superpowers, and emerge as
the third greatest actor on the territory of digital technology.
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1. A Controversial Fight for Digital Supremacy

The paradigm shift entailed by the digital revolution leaves an imprint
on our interpretation of foreign policy. When speaking about one of the
central issues of international affairs, i.e., the technological competition
between the United States and China, one cannot interpret it as a rivalry,
as a fight for technological dominance, where the two adversaries are
isolated entities, without oversimplifying the case. There are at least two
reasons why this kind of approach would not be sufficient: the economic
interdependence triggered by the globalisation and the nature of digital
technology. The controversial fact regarding the latter is that although it
is universal and eliminates all boundaries, its advancement strongly
depends on interstate cooperation since researchers often resort to
technologies developed in other countries. In this context the rivals need
to rely on each other. Furthermore, the contribution of the consumers is
indispensable because they provide the data necessary for further
developments, innovations.

The case of the European Union also contributes to the complexity
of the power relations. If it is considered as a single entity, it can be
viewed as the third greatest actor on the territory — or battlefield — of
digital technology. Although it strives toward a unified digital strategy,
and it has elaborated the strictest regulation so far, the member states
hold different views regarding their reliance on foreign technology. As it
has already been pointed out, the development of digital technology
cannot be isolated, and in this process, China seems to offer better
alternatives to many European countries than the U.S. These alternatives
include technological solutions, and less expensive products and services
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offered by Chinese IT companies, e-commerce, finance, logistics and
data companies (Shi-Kupfer and Ohlberg, 2019).

On the other hand, more and more countries are concerned about
China’s intrusion in their high-tech sector, which includes investing in
companies with technologies or products that have both civilian and
military applications. Besides, the Chinese government also supports
cross-border R&D collaborations with Western companies or research
institutes but in both cases the EU member states follow their own
policies, and measure risks individually (Wang, 2019). The Trump
administration considered this opposition as a fight between good and
evil where the American users must be protected against “malign actors”
such as the Chinese state. The Clean Network program was created to
identify “untrusted apps” from China and hinder Internet traffic and data
storage that involve “untrusted” Chinese carriers, cables, and clouds.
But, again, the case is not so simple, since the U.S. government also
practiced mass-surveillance, American tech companies exploited
people’s data, furthermore, the intelligence coalition named Five Eyes
(including the United States, Canada, Australia, New Zealand and the
United Kingdom) pressured companies to give backdoor access to all
digital communications (Wang, 2021). Washington’s warnings of
Chinese spying look cynical after Edward Snowden’s revelations on
U.S. surveillance programs; therefore, it is obvious that consumers
prioritize the economic considerations, and exploit the lower price of
Chinese technology. Another reason why many countries prefer Chinese
products and services is that so far Washington’s alternative to European
countries was limited to persuading them to abandon Chinese products
and technologies instead of offering them efficient solutions at
competent price and looking for means to lead joint research projects
(Segal, 2019).
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2. The Case of Huawei in the EU

The controversial nature of this fight on the digital battlefield can be best
demonstrated by the case of Huawei. Although the U.S. tends to view
the Chinese involvement in the EU’s digital infrastructure as the
intrusion of an evil power which must be eliminated, European countries
consider the case on different grounds. For instance, countries like
France, Germany, and the United Kingdom cannot afford a prompt ban
of the company. The French cybersecurity agency, ANSSI allows
operators to use Huawei’s equipment until 2028. During informal
conversations French authorities told operators that licenses granted for
Huawei equipment will not be renewed. The French market leader,
Orange, which does not use Huawei for its domestic network but relies
on the company only in Spain and Poland, uses Nokia and/or Ericsson
equipment for its mobile network, similarly to the other major operator,
Iliad. On the other hand, Buoygues Telecom and Altice Europe will be
affected strongly since they use Huawei (Reuters, 22nd July 2020). In
Germany, despite the fact that the car industry might expect trade
retaliations from China, moreover, it would cost companies like
Deutsche Telekom, Vodafone, and Telefonica billions of euros if they
decided to replace the biggest 5G supplier, tougher 5G legislation has
been passed. The new IT Security Law 2.0 restricts the role of
“untrustworthy” suppliers, and the government must be informed by
telecoms operators if they sign contracts for critical 5G components. The
United Kingdom imposed strict measures which banned buying new
Huawei 5G equipment after 31 December 2020. Besides, all Huawei
equipment must be removed from 5G networks by 2027. On the other
hand, Huawei is still investing heavily in the UK, creating jobs and
funding university research. The number of Chinese students at
universities is still growing steadily, the UK-China research partnerships
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have grown from 750 to 16,000 in the past 20 years, therefore the UK’s
complete decoupling from China seems dubious (BBC News, 17th May
2021).

Other EU member states also have various attitudes towards
the Chinese telecommunications giant. Many of them strive for
stricter measures, provided they find any evidence that will prove the
U.S. warnings. The toughest actions were taken by Scandinavian and,
surprisingly, Eastern European countries. Slovenia, Poland, Czechia,
Romania, Estonia, Latvia, Slovakia, and Bulgaria joined the US-led
coalition against Huawei in 2020. The Romanian president has recently
signed a bill into law which bars China and Huawei from participating in
the development of its 5G networks. On the other hand, Italy (just like
France which gives the president the power to veto the acquisition of 5G
parts from high-risk sources) did not ban Huawei straight away. The
Italian government can veto 5G supply deals that threaten the country’s
national security, nevertheless, it has recently approved Vodafone’s
Italian unit to use Huawei for its 5G radio access network (Euractiv,
19th May 2021). Spain is in a difficult position, since it has strong
economic ties with the U.S., whose military presence is also growing in
the country, while it also has a long-standing partnership with Huawei.
Despite being China’s best friend in Europe — choosing a soft approach
on political issues, at the same time asking China to open further its huge
markets to Spanish goods and services — Spanish politicians and
economists are increasingly considering China as a systemic rival due to
concerns about its state capitalist model, its geopolitical ambitions, and
its human rights record. Besides, the Chinese cyberattacks on Spanish
public agencies and companies can further contribute to this loss of
confidence (Esteban and Otero-Iglesias, 2020). Notwithstanding these
concerns, Spain takes a neutral approach, delegating the assessment of
risks to experts. Obligations for 5G providers and suppliers will be
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specified in the forthcoming Spanish Cyber Security Act. Luxembourg,
Austria, Portugal, and the Netherlands have not passed any laws yet, but
telecom providers in the latter two countries announced not to resort to
Huawei gear in their 5G rollout (Euractiv, 19th May 2021).

At this point it is worth taking a closer look at the rivalry between
Huawei and its European counterparts, and the numbers behind their 5G-
related patents. If the Chinese company is shut out, most probably
Ericsson and Nokia will become the main suppliers in Europe. As early
as 2018 Ericsson provided preliminary evidence that it was ahead of its
competitors regarding the number of publicly available patent families
associated with 5G declarations. (A distinction should be made between
the patent applications and their approval, which can take years,
therefore, the future 5G patent landscape can only be estimated.)
According to the numbers released by Ericsson, in 2018 the company
had nearly 700 publicly available patent families, while Huawei came
out only as second with less than 500 patent families. These numbers
would have been higher provided all declarations had been taken into
consideration. The reason behind inflating Huawei’s technological
capacity is that Ericsson would be too dominant without Chinese
competition, furthermore, “if Chinese companies are excluded, the only
players in the 5G game are European” (Otero-Iglesias, 2019). The
situation is the same in the U.S. because Huawei is among those Chinese
telecommunications companies that offer “the most inexpensive, and
what some European and Asian officials consider some of the best,
equipment to provide the technical backbone of 5G networks” (The New
York Times, 12th April 2019). Surprising as it may seem, there are no
American suppliers for the main switching networks, which means that
if Huawei is excluded, the American systems will largely be built by
European firms like Nokia and Ericsson.
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3. Diverging Interests of the EU Member States

The diverse attitudes of the EU member states toward China are not only
reflected in their treatment of Huawei. There are many other contexts in
which dealing with the EU (or Europe) as a single entity would lead only
to excessive generalizations or misinterpretations. Moldicz (2019) draws
our attention to the inappropriate use of the term Europe when referring
only to Germany and France, adding that German and French interests
should not be identified with European interests in general, either. Each
EU member and non-member state assesses its relationship with China
on different grounds and measures the gains and losses at various levels.
In this case, the dichotomy of Western and Eastern Europe becomes
irrelevant, as in most instances the economic interests determine the
single states’ China policy (Moldicz, 2019). On the other hand, these
relations cannot be defined as static since many states keep changing
their China policies according to their interests. Nevertheless, security
issues should always be of priority, and each state should be able to
measure the risks imposed by any kind of cooperation. Finally, it should
be noted that China — despite the 17+1 initiative, where 17 states are
considered as a single unit — is seemingly more aware of the sovereignty
of European states than the U.S., which tends to treat Europe as a single
entity (especially when it comes to trade issues), often neglecting the
peculiar attributes of its states.

The EU cannot be considered as a single entity, either, regarding the
issue of technology transfer, which should be considered in both
directions, i.e., it can be inward and outward, functioning differently in
Western and Central European contexts (ibid.). While the number of
Western European companies complaining about being forced to hand
over technology to Chinese business partners (in exchange for market
access) grew considerably in 2019, many Central European countries are
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interested in capital and technology transfer from China. The diverging
interests of member states make it impossible to give a unanimous
response to China’s technological emergence.

On the whole, China’s technological development impacts
European trade and security interests as well. To diminish China’s
technological influence and the security risks, Europe must implement
its own digital strategy and find those solutions that can be applicable to
each member state. For this purpose, the EU must take into
consideration the unique traits, the assets, and the comparative
advantages of its members, and exploit this diversity. It should also keep
and appreciate its talent, which is often attracted by its rivals both in the
East and the West.

4. The EU’s Digital Strategy and the Digital Single Market

Ursula von der Leyen presented the EU’s Digital Strategy in the
Communication “Shaping Europe’s Digital Future”. The strategic plan,
which includes data, artificial intelligence, and platform regulation,
intends to develop a unified Single Market for digital services to boost
Al progress in Europe. It relies on the European technological success
and innovation, its strong industry, and the European values. The
President of the European Commission emphasised the necessity to find
European solutions to global challenges, moreover, this digital transition
“must protect and empower citizens, businesses and society as a whole”
(von der Leyen, 2020). The strategic plan is of key importance to the EU
to achieve technological sovereignty; however, it is feared that the slow
legislative process will hinder the implementation of the plan.

The EU’s Digital Strategy was introduced on February 19, 2020
with the aim to diminish Europe’s dependence on foreign-owned
technological companies, and to increase its competitiveness in a fight
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for technological supremacy, where the U.S. and China are the dominant
players. In her op-ed written on this occasion, Ursula von der Leyen
covers all domains involved in the new strategy. First of all, she
mentions the benefits of technological advancement in medical sciences,
where technology contributed to a great extent to the detection and
treatment of illnesses. The President expresses her wish that technology
will become dominant in other fields, too: “I want it to become the norm
right across our society: from farming to finance, from culture to
construction, from fighting climate change to combatting terrorism”. The
digital transformation should be beneficial to the whole society,
therefore, “Europe needs to have its own digital capacities — be it
quantum computing, 5G, cybersecurity or artificial intelligence (AI)”.
The core of the strategy is to help big businesses as well as small
start-ups to benefit from the full potential of Al by investing in a
network of local digital innovation hubs and in centres of excellence for
advanced research and education. To this end, the access to big (non-
personal) data pools is required, therefore, industrial players should
share their data with smaller enterprises. Ursula von der Leyen argues as
follows: “These types of non-personal data can underpin the design and
development of new, more efficient and more sustainable products and
services. And they can be reproduced at virtually no cost. Yet today,
85% of the information we produce is left unused. This needs to
change”. The strategy lays heavy emphasis on cybersecurity. Along with
the digital transformation personal protection must be ensured, which is
already provided by strict rules; however, a legislative framework and
operating standards should be developed for European data spaces,
which allow businesses, governments, and researchers to store their own
data, as well as access data shared by others. In the European
Commission’s Press Corner, the President mentions the necessity of a
unified digital single market to overcome fragmentation on the digital
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ground. By creating a genuine single market for data, the strategy
enables “businesses and the public sector have easy access to huge
amounts of high-quality data to create and innovate”. Moreover, it
ensures that the data will remain secure, and data-driven products and
services will respect EU rules and values.

The spectrum of the strategy is wide, it covers “everything from
cybersecurity to critical infrastructures, digital education to skills,
democracy to media”. Besides, it is in accordance with the European
Green Deal, since it promotes the climate neutrality of data centres by
2030. On the whole, the aim of the European Digital Strategy is to
achieve ‘tech sovereignty’, which involves “the capability that Europe
must have to make its own choices, based on its own values, respecting
its own rules” (von der Leyen, 2020).

5. European Data Strategy and the White Paper on Artificial
Intelligence

The first pillars of the European Commission’s digital strategy are the
Data Strategy and the White Paper on Artificial Intelligence. They are
based on the defence and promotion of European values and rights,
prioritizing people in the process of developing technology, and its
deployment in the real economy. Creating a single market for data will
ensure data availability in the economy as well as society. Data driven
applications will benefit citizens and businesses in various ways, “they
can improve health care, create safer and cleaner transport systems,
generate new products and services, reduce the costs of public services,
improve the sustainability and energy efficiency”.

The European Data Strategy Factsheet provides the following
examples of industrial and commercial data use:
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Jet engines filled with thousands of sensors collect and transmit data
back to ensure efficient operation.

Wind farms use industrial data to reduce visual impact and optimise

wind power.

Real-time traffic avoidance navigation can save up to 730 million

hours. This represents up to €20 billion in labour costs.

Real-time notification of delayed trains can save 27 million working

hours. This amounts to €740 million in labour costs.

Better allocation of resources to fight malaria could save up to €5

billion in healthcare costs globally.

The data flow, which will be provided across sectors, too,
will contribute to the development of new products and services.
Developing personalised medicine for patients or improved mobility for
commuters are also among its numerous benefits. Besides, it will lead to
productivity gains and resource efficiency. As the examples above
indicate, efficient operation leads to a decrease in working hours and
labour costs. According to the projections included in the Factsheet,
global data volume will grow from 33 zettabytes (2018) to 175
zettabytes until 2025. The proportions of data processing will be the
reverse, i.e., the centralised computing facilities will be reduced from
80% to 20% between 2018 and 2025; on the other hand, the number of
smart connected objects will increase from 20% to 80% during the same
period. The total investment in common European data spaces and a
European federation of cloud infrastructure and services ranges between
€4-6 billion. The value of the data economy of the 27 member states is
expected to almost triple in these 7 years, from €301 billion to €829
billion, while the number of data professionals is expected to double,
which means that their number will increase from 5.7 million in 2018 to
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10.8 million in 2025. The percentage of EU population with basic digital
skills would rise from 57% to 65%.

The other element of Europe’s digital transformation is the White
Paper on Artificial Intelligence. It provides the framework of safe Al
technology development and deployment. According to the white paper
entitled “Excellence and Trust in Artificial Intelligence”, citizens,
businesses, and governments are all among the beneficiaries of Al
applications. The following benefits are mentioned in the document:

Citizens

Better healthcare, safer and cleaner transport and improved public

services.
Businesses

Innovative products and services, for example in energy, security,

healthcare; higher productivity and more efficient manufacturing.
Governments

Cheaper and more sustainable services such as transport, energy and

waste management.

The paper outlines the ways in which excellence may be achieved in
this field, for instance, by strengthening and connecting Al research
excellence centres, or by requiring at least one digital innovation hub per
Member State specialised in Al. Building trust is of equal importance in
the document, which requires “high-risk Al systems to be transparent,
traceable and under human control”. Moreover, “[aJuthorities must be
able to check Al systems, just as they check cosmetics, cars or toys”, and
an EU-wide debate should be launched regarding the use of remote
biometric identification (e.g. facial recognition). The white paper defines
high-risk Al application as its critical use in a critical sector such as
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healthcare, transport, police or legal system. However, high-risk Al will
be subject to strict rules and regulations. The aims of Al research and
innovation can only be achieved if the EU provides the necessary
funding. Although it has risen by 3% (to €1.5 billion) over the past 3
years, the aim is to attract more than €20 billion of investment per year.

6. Regulations and New Possibilities

The President of the European Commission promised to come up with
legislation within the first 100 days in her office. Although the delay
must be primarily due to the (at that time) unforeseen spread of the
COVID-19 pandemic, some critics had already predicted the failure of
accomplishing this goal on other grounds, saying that none of the
documents above were legally binding, and that they were rather “an
over-arching roadmap for how the EU intends to develop a single market
for digital services, foster access to data and move toward hard rules for
Al technology” (Politico, 19th February 2020). They added that
although the EU planned to draft hard law on artificial intelligence in the
same year, much of its details would depend on the feedback it received
from industry, civil society, and national governments. At the same time,
the decision was made that there would be no ban on facial recognition
(partly because Brussels has limited intervention in the national
governments’ law enforcement, besides, the General Data Protection
Regulation already includes strict rules regarding this issue). Despite the
critical voices and all the difficulties posed by the pandemic, the
European Commission presented its Digital Services Act package on
December 15, 2020, which includes the Digital Services Act and the
Digital Markets Act. These legislative initiatives have two main goals: to
create a safer digital space in which the fundamental rights of all users of
digital services are protected, and to establish a level playing field to
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foster innovation, growth, and competitiveness, both in the European
Single Market and globally. The rules of the first one concern primarily
online marketplaces, social networks, content-sharing platforms, app
stores, and online travel and accommodation platforms.

The European Digital Strategy was endorsed by the most
high-profile officials, including Margrethe Vestager, the Executive
Vice-President of the European Commission (who is also referred to as
the woman the Silicon Valley fears most) and Internal Market
Commissioner Thierry Breton, former chairman and CEO of France
Télécom, and the IT services company, Atos. When the new strategy
was presented Vestager claimed that the reason why Europe could not
produce a rival to Facebook or Tencent was that European businesses
had never been given a full single market to expand. She added that
industrial data would offer Europe a second chance to become a world
leader in technology (Politico, 17th February 2020). The EU adopted a
more pragmatic approach after it had realised that GAFA (Google,
Apple, Facebook, Amazon) were too powerful to be constrained. Instead
of imposing restrictions, it proposes a protectionist policy for European
companies, supporting their emergence. According to this view, GAFA
can be considered as the mutual enemy of European companies, and the
member states should give their unanimous support in this fight.
However, it is dubious whether this mutual enemy has the power to unite
the supporters of a stronger, more united Europe and the countries that
prefer the autonomy of nation-states (Yazdani, 2021).

As far as regulation is concerned, the EU is ahead of the two great
rivals. The United States has often been criticized for the lack of any
legal framework, a coherent plan to shape technology standards or
ensure widespread privacy protections (Slaughter and McCormick,
2021). But China has already taken major steps: the Data Security Law
(DSL), a supplement of the PRC’s Cybersecurity Law, will come into
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force on 1 September 2021. It applies to all data processing activities
carried out within the territory of China. One of the most essential
elements of the law is the one that prohibits providing any data stored in
China to law enforcement authorities or judicial bodies outside the
countries unless they are approved by the Chinese government. On top
of that, China revealed its ambitious plan, China Standards 2035, to set
global standards in emerging technologies such as 5G internet, the
Internet of Things (IoT), or artificial intelligence (AI). If this plan is
accomplished, China will have the opportunity to influence standards for
its own benefit, moreover, it would become a recipient of licensing fees
(instead of remaining one of the biggest payers). Although the Chinese
put great effort in regulation, these decisions point in a different
direction than the European proposals which — beside giving European
companies the opportunity to emerge — focus on protecting the rights of
the EU citizens.

Indeed, the EU has the most elaborate system of technological
regulation. As far as cybersecurity is concerned, the role of ENISA and
the Cybersecurity Act should be mentioned. The European Union
Agency for Cybersecurity was founded in 2004 under the name of
European Network and Information Security Agency. It works together
with member states and the private sector “to deliver advice and
solutions as well as improving their capabilities”. The agency is also
responsible for supporting the development and implementation of the
European Union’s policy and law on matters concerning network and
information security, and for giving assistance to EU institutions, bodies,
agencies, and member states. The European Cybersecurity Act (CSA),
which entered into force in June 2019 and aimed to centralise and
harmonise the issuing of cybersecurity certificates at the EU level,
granted permanent mandate and several new tasks to ENISA. They are
summarised as follows:
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* Recommendations on cybersecurity and independent advice
« Activities that support policy making and implementation

« ‘Hands On’ work, where ENISA collaborates directly with

operational teams throughout the EU

* Bringing together EU Communities and coordinating the response to

large scale cross-border cybersecurity incidents

* Drawing up cybersecurity certification schemes.

The EU pays special attention to the security of its future 5G
technology networks. It created a toolbox on 5G Cybersecurity, a
framework of security measures “which will ensure an adequate level of
cybersecurity of 5G networks across the EU, through coordinated
approaches among Member States”. This should be based on a common
set of measures, aimed at mitigating the main cybersecurity risks of 5G
networks. Besides, the toolbox also intends “to provide guidance in the
selection and prioritisation of measures that should be part of national
and EU risk mitigation plans”. A coordinated approach needs to be
applied at national and EU level, too, since network security is of
strategic importance for the whole community. Among the key actions
recommended for the member states and the Commission are:
strengthening security requirements for mobile network operators,
assessing the risk profile of suppliers, ensuring that each operator has an
appropriate multi-vendor strategy, contributing to the maintaining a
diverse and sustainable 5G supply chain, or further strengthening EU
capacities in the 5G and post-5G, etc. It should be emphasized, however,
that these are only recommendations because national governments have
their own security policies.

On the whole, cybersecurity plays a major role in the EU’s digital
transformation. With its Cybersecurity Act, the European Union offers a
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new alternative, an approach that is fundamentally different from the
American liberal or the Chinese authoritarian model. Bendiek and
Schallbruck (2019) claim that the Act, which is “[e]mbedded in a policy
that combines digital sovereignty with strategic interdependence” could
be “the gateway to a third European pathway in cyberspace, something
in between the US model of a liberal market economy and the Chinese
model of authoritarian state capitalism”. To some extent, the digital
strategy of a country reflects the country’s values and priorities. At the
same time, it is one of the most essential tools in the fight for global
dominance. But digital technologies are interrelated, therefore, they
reach beyond the borders of single states. This also means that
controlling them is an increasingly demanding task.

7. FDI Screening and Security Policy in the EU

There is one more issue that needs to be mentioned in relation with the
EU’s China policy. It concerns foreign direct investments in general,
however, the elements including new technologies can be mainly related
to China. The new EU framework for the screening of foreign direct
investments entered into force in April 2019. The European Commission
proposed this framework to safeguard “Europe’s security and public
order in relation to foreign direct investments into the Union”. The list of
the member states’ screening mechanisms is publicly available, and it is
regularly updated by the Commission. Although they vary considerably,
the security dimensions of the new technologies are prominent in nearly
all of them.

The list of EU screening mechanisms includes the screening
mechanisms (and their amendments) of the following states: the Czech
Republic, Denmark, Germany, Spain, France, Italy, Latvia, Lithuania,
Hungary, Malta, the Netherlands, Austria, Poland, Portugal, Romania,
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Slovenia, Slovakia, and Finland. A thorough analysis of all these states’
relevant laws and their amendments would far exceed the limits of this
paper; however, a representative choice of several points would suffice
to have an overview of some EU countries’ FDI screening.

In France, the order of 31 December 2019 relating to foreign
investments entered into force. According to Article L. 151-3 of the
[f]oreign
investment in any activity in France which, even if only occasionally, is

99

Legislative Section of the “Monetary and Financial Code

part of the exercise of public authority or pertains to one of the following
domains is subject to prior approval from the Minister in charge of
Economy”. The areas specified in the document are the following:

a) Activities likely to jeopardise public order, public safety or national

defence interests.

b) Research in, and production or marketing of, arms, munitions, or

explosive powders or substances.

The Regulatory Section specifies the activities relating to the
exercise of public authority, and places them in the following categories:
I. activities that “are likely to jeopardise national defence interests or the
maintenance of public order and public safety”, II. activities “that are
likely to jeopardise national defence interests or the maintenance of
public order and public safety, insofar as they concern infrastructure,
goods or services” which have a vital role in guaranteeing the integrity,
security and continuity of the energy, or water supply, or of the
operation of transport networks and services, etc. The third category
concerns activities “that are likely to jeopardise national defence
interests, public order and public safety, when they are intended to be
carried out in connection with one of the activities referred to in section I
or II”. These include “research and development activities relating to
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critical technologies” and “research and development activities relating
to the dual-use goods and technologies”. The critical technologies are
listed in Article 6 of the order, and they include: cybersecurity, artificial
intelligence, robotics, additive manufacturing, semiconductors, quantum
technologies, and energy storage.

Regarding Italy, the decree law of 15 March 2012 was
complemented with “the regulation on special powers in sectors of
strategic importance set forth in Articles 3 and 4-bis of the decree-law 21
September 2019, n. 105”, and was converted with amendments by law
November 18, 2019, n. 133. The original decree law consists of “Rules
on special powers on corporate assets in the defence and national
security sectors, as well as for activities of strategic importance in the
energy, transport and communications sectors”. The amendments
available in the Gazzetta Ufficiale include urgent provisions concerning
national cybersecurity. Most of the modifications consider the harms
inflicted on national security that may derive from the malfunction, the
(even partial) interruption, or the improper use of networks, information
systems, and IT services. The Centre of National Assessment and
Certification (CVCN), established in the Ministry of Economic
Development, should be notified by the risks imposed by the supply of
ICT goods, systems, or services; moreover, CVCN can carry out
preliminary checks and hardware or software tests. It would be
impossible to include all modifications mentioned in the document;
however, there is one point that cannot be left unmentioned. It claims
that international standards, i.e., the standards of the European Union
were considered, referring to the EU regulation (2019/452) of the
Council of Ministers.

Germany is an attractive destination for investment, therefore, the
country’s security risks should be regularly measured and prevented. It
is the task of the Federal Ministry for Economic Affairs and Energy to
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review the acquisition of German firms on a case-by-case basis. The
legal framework is provided by the Foreign Trade and Payments Act and
the Foreign Trade and Payments Ordinance, which include special rules
that apply to the acquisitions of certain defence and IT security
companies. Section 4 of the Foreign Trade and Payments Act includes
the restrictions and obligations required to protect public security and
external interests. Similar to their Italian counterparts, the restrictions of
legal transactions and actions, and the obligations to act can be imposed
“in order to implement decisions of the Council of the European Union
on economic sanctions in the field of Common Foreign and Security
Policy”, or to implement obligations of the Member States of the
European Union, UN Security Council resolutions or international
agreements. Section 5 of the act specifies the subjects of restrictions, and
adds that these regulations “can particularly be imposed with reference
to the acquisition of domestic companies or shares in such companies by
foreigners in order to guarantee essential security interests of the Federal
Republic of Germany if the domestic companies: 1. manufacture or
develop war weapons or other military equipment or 2. manufacture
products with IT security functions to process classified state material or
components essential to the IT security function of such products”.
These rules also apply provided these companies “have manufactured
such products and still dispose of the technology if the overall product
was licensed with the knowledge of the company by the Federal IT
Security Agency”.

So far, most EU member states have such or similar control
mechanisms for foreign direct investment. As these examples show,
there are tremendous differences between the different countries’ acts
dealing with screening FDI. The acts of several other countries which
are on the list made available by the European Commission have not
been amended for years, thus they do not fit exactly into the framework
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provided by the EU. It is an acceptable argument that each member state
has its own peculiarities concerning its security policy, still, a complete
list and a more united stance on this matter would be required. Although
the member states have the authority to decide whether a foreign direct
investment affects their national security or public order, they should
take into consideration the recommendations of the European
Commission before making a final decision. None of the documents
makes any specific references to China, still, the European screening
framework also affects considerably Chinese investments, which already
halved between 2016 and 2018 in the EU.

Rasmussen (2018) considers the EU’s decision to monitor foreign
investments as an important step forward, which does not obstruct trade
but makes it clear that “trade and investment must be based on values
and freedom, and not simply the interests of state-backed monopolies”.
Although he agrees with the necessity of a common position, he
criticizes the European approach that only seeks to negotiate standards
and rules, as opposed to the Unites States, which prefers crude action to
discussion. On the whole, Rasmussen claims that “the proposal shows
clearly that the EU is bringing a rule book where China brings a cheque
book”, therefore, the EU should move beyond this values-based
approach to pursue its interests by forming “a stronger political and
economic alliance with the leading Asian liberal economies”. The EU
published its Connectivity Strategy for Europe and Asia in September
2018, which was considered as an answer to China’s Belt and Road
Initiative. Among the Asian partners the relations with Japan are of
particular importance, as reflected by the EU-Japan Partnership on
Sustainable Connectivity and Quality Infrastructure launched in
September 2019. Nevertheless, this partnership does not hinder many
EU member states in pursuing their interests and continuing to favour
Chinese investments.
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8. Europe and the Two Technological Superpowers

Although the first steps towards developing a strong digital Europe have
been taken, the EU is still far from becoming the rival of any of the two
technological superpowers. On the other hand, as Bremmer (2020)
observes, it has become a true regulatory superpower, which “wants to
boost its own capabilities in Al while turning its strong tech regulation
into a competitive advantage”, since consumers trust European Al
products, besides, the General Data Protection Regulation (GDPR) is
“the most extensive data privacy framework in the world”. He adds:
“Europe doesn’t have the Silicon Valley tech titans in its corner and
doesn’t have the state-control of capitalism to grow its own tech
champions the way that Beijing has done in recent years. It also
increasingly finds itself caught between Washington and Beijing’s will-
they-or-won’t-they Cold War. Tech regulation represents Europe’s best
hope for resuscitating its geopolitical relevance in the 21st century”
(Bremmer, 2020). This statement is acceptable; however, it should be
added that even if the European Union, as a supranational organisation,
has its own values, each of its member states has its own standards, too,
regarding regulations and national security. Still, only a unified
standpoint among members concerning technological regulation (based
on European values and standards) along with joint IT research projects
(coordinated at EU level) would lead to the technological emergence of
the EU.

9. Conclusion

The FEuropean Digital Strategy is built on European values and
individual rights. It emphasizes that Europe should have its own digital
capacities, which include the protection of its citizens and businesses,

Contemporary Chinese Political Economy and Strategic Relations:
An International Journal 7(2) ¢ 2021



EU’s Digital Integration amidst Diverging Interests of Its Member States 685

too. Security issues are of primary relevance for the EU, hence, after the
implementation of the General Data Protection Regulation and the
provision of a common framework for the screening of foreign direct
investments, it accepted the Cybersecurity Act, which further
strengthens the EU’s security policy. The latter also granted new tasks to
ENISA, which is enabled to prepare European cybersecurity certification
schemes.

On the one hand, these developments are remarkable, moreover,
they are praised by other countries, too. Countries like Japan, India, and
Brazil intend to align themselves with European law because it makes
more sense for globally active corporations to apply demanding EU
regulations everywhere instead of operating with different standards
required by different markets. On the other hand, regulations are
overemphasized in the European Digital Strategy in comparison with
innovation, or research and development, despite the necessity to defend
European values and rights, as reflected by the first pillars of the
European Commission’s digital strategy, i.e., the Data Strategy and the
White Paper on Artificial Intelligence. The notion of creating a single
market for data will ensure data availability in the economy, and citizens
as well as businesses will benefit from data driven applications. But as a
common framework has been provided concerning the screening of FDI,
cybersecurity, GDPR, or certification schemes, the EU should also
attribute greater importance to common research initiatives, including
transnational cooperation. At the same time, the organization should also
rely more heavily on its talent pool, which is often lured by the two big
rivals.

The steps the EU has taken so far concerning regulations and the
plans to develop operating standards for European data spaces are
promising. They will allow businesses, governments, and researchers to
store their own data, as well as access data shared by others, which is of
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crucial importance for innovation. Besides, the unified digital single
market is necessary to overcome fragmentation on the digital ground.

The EU, with the diversity of knowledge and expertise represented
by its member states can emerge as a technological superpower,
provided these attributes are coordinated in a more effective way.
Countries aspiring for membership may contribute to this common
knowledge to a great extent. Only with a unified standpoint among
present and future members regarding technological regulation, and with
joint research projects, which are based on European values and
standards, would the European Union be able to break the bipolar
technological world order.

Note
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Abstract

Digitalisation has been an essential element behind the process of
globalization, proposing new ways of interacting among nations and
states. With its rise in the digital domain, China has increased its
involvement in the global dialogue regarding cyber governance. China
has sought to achieve a position from which it is capable of reshaping
the global digital domain as dictated by its interests. This endeavour into
cyberspace leadership entails not only technological but also political
transitions. Hence, this article explores China’s attempts to dictate the
future direction of cyber norms and investigates this process of
discursive production in an effort to understand how China may expand
its influence, reshape the expectations of international audiences, and
establish a favourable strategic environment by “telling China’s stories
well”. The investigation concludes by discussing the implications for the
international community and cyberspace.
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1. Introduction

Since the first email was sent from China on the 20th September 1987,
containing the message “Beyond the Great Wall, joining the world”
(Qiu, 2003), China has developed a considerable presence in cyberspace.
After decades of digitalisation, in 2016, China became the country with
the largest population of Internet users and a quickly expanding cyber
market (Internet Live Stats, 2016). In addition, Chinese homegrown
technology now occupies a sizeable share of the global technology
market, and various domestic companies such as Baidu, Youku, Taobao,
Alipay, Weibo, and Renren are capable of rivalling Google, Youtube,
eBay, PayPal, Twitter, and Facebook (Yau, 2019: 277). In sum, China
has invested substantially to become a formidable cyber power in the
21st century.

Nevertheless, China’s aspirations in cyberspace are both
materialistic and ideological. Existing research often placed their focus
on understanding the roles of the tech sector in China’s growth of power
in cyberspace, but they sometimes ignored the contested relations
between the state and the private sector and simplified them as a
coherent group. As exemplified by China’s interventions on the Alibaba
Ant Group’s expansion in the market and removal of Chinese DiDi from
the domestic app store in 2021 (Taiwan News, 6th July 2021; Financial
Times, 23rd April 2021), the Chinese Communist Party (CCP) would
rein the direction of technology whenever the party feels the interest of
the private sector is incompatible with its domestic policy of cyber
governance. Likewise, internationally China would also seek not only
the enhancement of technology but a new strategic position in which it
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can make the rules rather than a subordinate position in which it must
accept rules made by others. This observation has become increasingly
evident since Xi Jinping assumed the presidency of China and the
position of General Secretary of the CCP in 2012. In July 2014,
President Xi Jinping officially called for countries to respect each other’s
cyber sovereignty during a visit to Brazil (China Daily USA, 17th July
2014 ), reiterating the point at China’s 2015 World Internet Conference
(Xinhua, 16th December 2015). By the end of 2019, what is also
noticeable is that China and its close ally, Russia, had successfully
mobilised sufficient international support to establish a new United
Nations (UN) working group, the Open-Ended Working Group
(OEWG), with a stated goal to “enrich and elaborate” how the principle
of sovereignty applies in cyberspace (United Nations, 2019: 2). China
contends that cyberspace requires strict order and promotes a state-
centric view of the digital domain, which is at odds with the
conventional Western idea of a borderless cyberspace.

Based on this context, this article explores China’s efforts to
intervene in global digitalisation with respect to ideology. In particular,
the investigation focuses on how China has reshaped the existing
discussions and focuses on cyber governance. The study is structured as
follows. First, it explains the division between the East and West in
regard to cyber governance through a brief review of the main points of
contention. Second, the paper highlights how its analytical approach is
distinct from previous research. Third, it explains how discourse is
meaningful and why narratives are crucial to the development of cyber
norms. Fourth, it revisits the historical use of discourse in the shaping of
cyber norms. Fifth, the study presents the evidence of Xi’s focus on
creating a strategy to guide cyber norms. Sixth, the article delves into
how China has exerted power within UN discussions and debates and
the dynamics of its participation. Finally, the paper describes the
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implications of the analysis and how China’s carefully crafted cyber
vision may have broader security ramifications for the world.

2. The Debate on Cyber Governance

China’s narratives concerning cyber sovereignty reflect a long-standing
dispute between the East and the West regarding cyber governance, or
how to regulate behaviour in cyberspace. They both acknowledge the
need to develop agreeable new cyber norms to regulate conduct in
cyberspace and prevent the World Wide Web from becoming a “Wild
West Web” (Arquilla and Ronfeldt (eds.), 1997: 242); however, due to
differences in their political systems and cultures, East and West have
arrived at distinct interpretations of the state’s role in cyberspace (Lu,
2014). As promoted by the United States, the West supports a model of
“multi-stakeholder governance”. Western countries argue that because
cyberspace infrastructure is constructed, managed, operated, and
supported by the private sector, no government may act alone to address
cyberspace issues. Instead, individuals, the Internet community,
enterprises, nongovernmental organizations, and governments should all
be involved in cyber governance through proper coordination and
cooperation. However, led by China and Russia, the East insists on a
model of “multilateral governance”. They argue that cyber “governance”
is not distinct from cyber “government”, And that that the international
community should follow the UN’s state-centric tradition to regulate this
new domain, and that the International Telecommunication Union under
the UN should steer cyber governance affairs. For China, the discourse
on “multilateral governance” should been repackaged as “cyber
sovereignty”. According to China’s official announcement upon the
establishment of the OEWG in 2019, states should “exercise
jurisdiction” over information and communication technology (ICT)
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infrastructure and ICT-related activities within their territories and states
“have the right to make ICTs-related public policies” to manage their
own ICT affairs and protect their citizens in cyberspace (United Nations,
2019: 3). From this perspective, cyber governance encompasses not only
technological responsibility but also social and policy aspects relating to
ICT infrastructure; China is determined to make cyber sovereignty a
legitimate cyber norm.

3. The Research Question

The context presented above indicated that cyber norms are still
agreements yet to come, and it would be too early to say, in Marxism
terminologies, whether China’s waging of a war of position would
enable it to complete in a passive revolution in changing our view of
cyber governance under Xi Jinping’s leadership. However, the research
question presented here is that, technically speaking since China was a
relative latecomer in the ICT area at the beginning of the 21st century,
how has the country been able to transform itself from a position of
dependency towards potentially having a dominant status, by
overcoming the West’s past technological superiority in the tech sector?
To answer this question, this paper adopts the premise that the
future of cyber governance will not be decided by who has more
technology but by who tells a more compelling story. In an example of
such storytelling, CCP Director of the Office of the Central Commission
for Foreign Affairs, Yang Jiechi, in March 2021 during the first Sino-US
talks opined, “The United States itself does not represent international
public opinion, and neither does the Western world. Whether judged by
population-scale or the trend of the world, the Western world does not
represent the global public opinion” (Nikkei Asia, 2021). Rhetoric will
play a key role setting policy for the future direction of global cyber
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governance, and both Eastern and Western powers will presumably aim
to spin compelling narratives to win allies in their bids for policy wins.
Diplomacy certainly has a role in shaping and contesting the rules and
practices of cyber governance, and contemporary international power
struggles are rhetoric driven to some extent. Through the following
investigation, this article further proposes that China has adopted the
terminology of “multilateral”, “democracy”, and “sovereignty” in its
diplomatic narrative to challenge existing power structures in the cyber
domain.

4. Theoretical Foundation: Discourse as Power

Conventional international relations literature often focuses on a nation
state’s physical assets, namely territory, technology, and population.
However, what brings to this article’s attention is that this traditional
view cannot explain how the technologically advanced West has not
successfully leveraged its material resources to maintain its dominance
in the discussion of cyber norms, as witnessed by the growing discussion
of China’s cyber sovereignty in the international arena. Historically
speaking, the US was the creator of the Internet, and many of its
technology companies still dominate essential functions within
cyberspace (Mueller, 2009:  74-75). However, despite the US’s
advanced technology and abundant resources in the cyber domain, they
seem to fail to dictate the future direction of cyberspace in their favour.
Narrative plays an important role to drive the outcome of
discussions on cyber governance, and China’s discursive practice is to
create a social reality or worldview through narrative and inspire
audiences to act upon it. This approach reflects Alexander Wendt’s
argument that theories literally construct the world and regulate our
behaviour (Wendt, 1999: 49). Constructivist approaches emphasise the
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critical role of discourse in international relations and examine how the
prevailing discourse can result in public consensus (Adler, 1997).
Likewise, Foucault argues that discourse is a means of constituting
knowledge, together with social practices, forms of subjectivity, and
power relations (Weedon, 1987: 108). Hence, discourse and narrative
can legitimate an ideological construction, and actions are derived and
justified through this given structure. According to Chinese international
relations scholar, Qin Yaqing, this type of power “determines the action,
position, and identity of every unit inside through its meaning system”
(Qin, 2018: 271). However, despite China’s focus on the use of
diplomatic rhetoric in different issue domains (Zhao, 2016), relatively
few studies have attempted to consider the effect of nonmaterial factors
in cyber competition.

The international establishment of China’s cyber sovereignty
discourse can be taken as evidence of China’s discursive production.
Since Xi Jinping took office, he has emphasised the need to establish
international “discourse power” (huayuquan). In 2013, he specifically
spoke to the CCP Politburo standing committee members and
emphasised the need to “tell China’s story well” (jianghao Zhongguo
gushi) (Xinhua, 31st December 2013). In his visit to Brazil during the
2014 BRICS summit, he also highlighted China’s intention to ally with
developing countries to participate in global governance and create more
discourse power (Xinhua, 17th July 2014). Chinese scholar Sun Jisheng,
the vice president of the China Foreign Affairs University, has vividly
described this strategy as “turning China’s words into global words” (ba
Zhongguo huayu zhuanwei shijie huayu) (Sun, 2019: 36). It is a strategy
not about “letting China have a say in international affairs” but about
“China’s embodiment of power through the use of language” (Rolland,
2020: 10). This study focuses on understanding how the process of
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discursive practice has resulted in a new cyber norm for cyberspace and
what the implications could be.

5. The Discursive Origin of Cyber Norms

In retrospect, the development of cyber governance has been marked by
competing narratives. In 1966, one of the famous Internet pioneers, John
Perry Barlow, claimed that “governments of the industrial world ... have
no sovereignty to cyberspace” (Barlow, 1996). This idea is also reflected
in the US’s establishment of the earliest cyber governance organization,
the Internet Corporation for Assigned Names and Numbers (ICANN),
which is a decentralised entity in charge of technical matters and
nonjudicial issues. However, with the integration of ICT into the daily
life of many, along with the rise of cybercrime and cyberattacks, the
international community has quickly discovered the need to regulate
activities in cyberspace. The Budapest Convention in 2001 was an early
attempt by the European Union to “harmonize” domestic laws across
territories to establish a common standard for law enforcement, and it
was later ratified by 64 UN member states (Council of Europe, 2021).
However, because of a controversial article authorising cross-border
investigations (Article 32b), the convention has not been accepted by
China and Russia. In addition, the UN hosted the World Summit on
Information Security in 2003 and later established the Internet
Governance Forum in 2005 to promote discussions regarding global
cyber governance. Furthermore, after the massive cyberattacks on
Estonia in 2007, the NATO Cooperative Cyber Defence Centre of
Excellence initiated a project to prepare the Tallinn Manual on the
International Law Applicable to Cyber Warfare, commonly known as
Tallinn 1.0, but its revised version from 2017, Tallinn 2.0, has thus far
remained purely academic research.
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International entities have also been considering the future direction
of cyber behaviours, with the West’s idea of multi-stakeholder
governance looming large in such considerations, but many state and
nonstate actors have also proposed initiatives to create common cyber
norms. For example, in 2017, Microsoft unsuccessfully proposed the
Digital Geneva Convention to ensure private infrastructure could not be
exploited by state actors (Jeutner, 2019). France put forth the Paris Call
for Trust and Security in Cyberspace without receiving endorsements
from China or Russia (Ministry for Europe and Foreign Affairs, France,
2021). Since 2018, the Global Commission on the Stability of
Cyberspace has endeavoured to establish general guidelines for states in
regard to responsible cyber behaviour but has not achieved a clear
consensus.

In short, this review illustrates that the development of cyber norms
is still in a volatile stage and achieving a shared understanding of cyber
norms is poised to be a contested process that is subject to the influence
of myriad discourses by international actors (Niemann and Schillinger,
2017). Nevertheless, given that discourse has keen power to reshape
worldviews and influence the global order, whether discourse can be
leveraged by China to dominate future discourse is a key question,
which is in need of careful investigation and answer in this article.

6. Xi Jinping’s Determination to Shape Cyber Norms

China’s official statements have repeatedly displayed its strategic
intent to increase its leverage in the international discursive space.
In 2014, China released a document titled Directives Regarding
the Total Fulfilment of Rule by Laws, which specified the need to
increase its discourse power and influence (Xinhua, 28th October 2014).
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Later that year, the Cyberspace Administration of China was established
to coordinate the country’s overall policy development and international
strategy regarding cyberspace (Central Government, PRC, 27th February
2014). In 2015, Xi called for the international community to follow the
principle of state sovereignty enshrined within the UN Charter in efforts
to regulate behaviours in cyberspace in his opening remarks at the 2nd
World Internet Conference in Wuzhen, China (Xinhua, 16th December
2015). State sovereignty was further elaborated in the CCP’s 13th Five-
Year Plan, which stated the goals of “the establishment of multilateral,
democratic, and transparent international internet governance systems,
and [taking] an active part in international cooperation on the
formulation of international rules relating to cyberspace security”
(National People’s Congress, 2016). In 2016, China released its National
Cyberspace Security Strategy, in which it restated its ambition to “award
its deserved international status” (guoji diwei xiangcheng) by
establishing its leadership in governance and technological capabilities
(CAC, 27th December 2016). In 2017, China’s International Strategy of
Cooperation on Cyberspace also called for nation states to build “[an]
orderly cyberspace and a multilateral, democratic and transparent global
Internet governance system” (Ministry of Foreign Affairs, China, 2017).
In the first Belt and Road Forum for International Cooperation in 2017,
Xi announced the Digital Silk Road and pledged to increase China’s
influence in cyberspace with further international cooperation (Shen,
2018). As indicated in this context, China has clear strategic intention
and sufficient resources, and the next section will investigate how China
exercises its discourse power in the international arena.
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7. The Discursive Practice of Reshaping International Cyber
Governance

Chinese domestic and diplomatic announcements already contain
numerous references of cyber sovereignty. In particular, Xi Jinping
elaborated on the concept in China’s 2nd World Internet Conference in
2015, stating that

“the principle of sovereignty equality enshrined in the Charter of the
United Nations is one of the basic norms in contemporary
international relations ... We shall respect the right of individual
countries to independently choose their own path of cyber
development, model of cyber regulation and internet public policies,
and participate in international cyberspace governance on an equal
footing.” [emphasis added]

(Xinhua, 16th December 2015)

China’s International Strategy of Cooperation in Cyberspace in
2017 also stated, “China supports formulating universally accepted
international rules and norms of state behavior in cyberspace with the
framework of the United Nations ... Relevant efforts should reflect
broad participation, sound management[,] and democratic decision
making ...” (Ministry of Foreign Affairs, China, 2017)

China’s strategic narrative has been very evident on various
occasions. The earliest apparent effort was in 2011, when the Shanghai
Cooperation Organisation (SCO), an regional organization led by China,
initiated a motion in the UN called the International Code of Conduct for
Information Security; the proposal reaffirmed that “policy authority for
Internet-related public issues is the sovereign right of States” [emphasis
added] and ““all the rights and responsibilities of States to protect ... their
information space” (UN General Assembly, 2011). In 2012, China
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further proposed modifying the International Telecommunication
Regulations to enforce a government-controlled Internet; the suggested
amendment did not espouse multistakeholder governance. Although the
proposal was not well-received internationally at the time, the concept
drew substantial attention (McCarthy, 2011).

Since 2010, amid concerns about states’ exploitation of cyberspace,
the UN has convened the Group of Government Experts (UNGGE), in
which emerging cyber norms have been discussed by the international
community (UN General Assembly, 2010). However, in 2015, the SCO
submitted an updated version of the International Code of Conduct for
Information Security and quoted the UNGGE 2013 report: “State
sovereignty and the international norms and principles that flow from it
apply to States’ conduct of ICTs-related activities” [emphasis added]
(UN General Assembly, 2015b). The SCO’s proposal further stated that
the state actors shall promote “the establishment of multilateral,
transparent and democratic international Internet governance”
[emphasis added] to ensure equal access to the international discussion
of cyber norms. China’s strategic intention regarding states’ sovereignty
has been repackaged using the lexicon of “multilateral”, “democracy”,
and “transparency”. This communication strategy has given China the
diplomatic high ground to establish much-needed support based on the
legacy of the Treaty of Westphalia (Meyer, 2015). However, this does
not mean that China agrees with the UNGGE’s conclusion entirely. A
close examination of the UNGGE discussions reveals that, in 2010, the
UNGGE actually agreed with China, but on the additional need to
involve nonstate actors in the dialogue, stating in its consensus report
that “Collaboration among States, and between States, the private sector
and civil society, is important and measures to improve information
security require broad international cooperation to be effective” (UN
General Assembly, 2010). Furthermore, in 2013, the UNGGE seemed to
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suggest that states should play important roles in the effort to reduce ICT
risks and increase global security, but “effective cooperation would
benefit from the appropriate participation of the private sector and civil
society” (UN General Assembly, 2013). Instead of borrowing directly
from the existing norms in the conventional domains, the 2013 UNGGE
report also clearly stated that “Given the unique attributes of ICTs, the
report notes that additional norms could be developed over time”.
However, China’s cherry-picking from UN discussions reflects its
strategic calculation to shape cyber norms by emphasising the need
for state involvement but downplaying the role of the private sector.
As part of this ongoing dispute, in 2015, the UNGGE was mandated to
discuss the extent to which the existing norms would be applicable in
cyberspace (Osula and Roigas, 2016: 119).

China’s pick-and-choose approach was more obvious in the
2015 UNGGE discussion. The 2015 UNGGE report stated that
“Existing obligations under international law are applicable to State
use of ICTs” (UN General Assembly, 2015a). Although China believes
that Westphalian sovereignty is applicable in cyberspace, the country
disagreed with directly borrowing the existing laws on armed conflicts
for the cyber domain (Segal, 2017: 7). China worries that military and
civilian infrastructure are difficult to differentiate in cyberspace (Huang
and Ying, 2019). The US and China have disputed the origins of various
cyberattacks since the US FBI’s indictment of five People’s Liberation
Army hackers in 2014 (Nakashima, 2014), and China worries that
accepting the legacy norms of armed conflict in cyberspace presents
concerns about escalation amid Sino—US disputes on numerous cyber-
incidents (Huang, 2015). The disagreement between the West and China
regarding the future of cyber norms runs deep, and no consensus report
was drafted pursuant to the 2017 UNGGE discussion (Korzak, 2017).
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China eventually established a new UN working group with Russia
in 2019 known as the OEWG (UN General Assembly, 2019b). A well-
known Chinese cybersecurity expert, Huang Zhixiong, believes that the
OEWG is open (kaifang), inclusive (baorong), and transparent
(touming) and is open to all UN members to participate in the
discussion, which is distinct from the UNGGE’s past conduct of secret
meetings and closed dialogue (Huang and Liu, 2020). In tandem with
this continuous effort to reshape the cyber world, on the 5th November
2019, the UN passed a resolution entitled Countering the Use of
Information and Communications Technologies for Criminal Purposes
with the backing of China and Russia. The resolution was designed to
create a draft working group exclusively for states’ participation in the
creation of “a new cybercrime treaty” without consulting nonstate actors
(UN General Assembly, 2019a). The controversy over enforcing
authoritarian states’ political online censorship led to 36 human right
groups voicing complaints against the resolution, citing its potential to
“give wide-ranging power to governments to block websites deemed
critical of the authorities, or even entire networks, applications and
services that facilitate online exchange of and access to information”
(Association for Progressive Communications, 2021).

Thus far, this investigation has indicated that what has contributed
to China’s initial influence in shaping cyber norms in the UN has relied
on the exercise of words, namely power of discourse, instead of material
resources or military alliance. The analysis has also highlighted how the
lexicon of “democracy”, “sovereignty”, and ‘“multilateral”, terms
originating in the West, have been usurped by China and become a
“weapon of the weak” to create a counter-hegemonic discourse (Lee,
2012, 85). In the end, China’s exercise of discourse power, as
orchestrated by Xi Jinping and many Chinese scholars, has entailed it
challenging and resisting the existing cyber order defined by the West.
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8. Fragmenting Cyberspace and Security Implications

China seeks a leadership position in global cyber governance, and its
initial achievement in establishing its own voice can be seen as a product
of Xi Jinping’s strategy of “improv[ing] our capacity for engaging in
international communication so as to tell China’s stories well” (Xi
Jinping, 2017). Although influencing the discourse of cyber sovereignty
represents China’s initial success in diluting Western domination of the
discussion of cyber norms, it also entails the following implications.

First, China’s conceptualization of cyber sovereignty ignores the
fact that modern concept of state sovereignty, based on the Treaty of
Westphalia, is actually a human invention that is subject to new
interpretations. As evidenced by the discussion of the Responsibility to
Protect (Badescu, 2011), which argues that the notion that state
sovereignty should not just be the protection from outside interference
but is a matter of state actors having responsibilities for population’s
welfare, state sovereignty is conditional and infringeable under specific
situations. This comparison indicates that China’s state-centric
worldview regarding cyberspace may be regarded as anachronistic due
to adherence to a definition from 1648. If the conventional concept of
sovereignty is already arguable in physical domains, this raises the
question of whether the legacy of sovereignty is still appropriate for a
brand-new domain created in the late 20th century. This is also to
highlight that, when some may interpret China’s strategy for cyberspace
as grounded primarily in the enhancement of technology and the growth
of material resources, this investigation suggests that the competition is
also discursive and ideological.

Second, at the international level, were China’s narrative of cyber
sovereignty to be adopted, the result could be a world with fragmented
parts of cyberspace, with each regulated under different domestic laws.
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In May 2021, the OEWG released its first consensus report, but so far, it
has reaffirmed the agreement achieved in the 2015 UNGGE without
delivering any meaningful new achievements (UN General Assembly,
2021). This situation may be due to the international attention primarily
occupied by COVID-19, and none of the agreements are ground-
breaking, and they may represent the beginning of a slow process of
long-term diplomacy (Gold, 2021). However, if China’s efforts to
rewrite the cyber order prove successful in the future, new cyber norms
would partition cyberspace and fundamentally contradict the
international community’s past efforts, such as the Budapest
Convention, to promote agreeable cyber behaviour by harmonizing
cyber laws across borders. This assertion of unique territorial jurisdiction
may also hinder the advancement of economic activity in cyberspace, as
suggested by private enterprises, due to “inconsistent or conflicting
national laws and regulations” (Mueller, Mathiason and Klein, 2007:
238-239).

Finally, such a development would also suggest that as China’s
diplomats and scholars continue to promote cyber sovereignty in the
name of protecting the interests of other countries (Cai, 2018: 67; Li,
2019: 109-114), the gradually accepted norm of data localisation or data
sovereignty (Streinz, 2021), namely storing domestic data on devices
that are physically present within the borders of a country, would allow
China to continuously tighten its control over its domestic cyberspace.
From this view, championing cyber sovereignty may be aimed at
securing China’s self-interest in terms of defending its domestic
legitimacy.
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9. Conclusion

China seeks to reshape cyberspace in a manner that reflects its values
and interests, with its efforts depending on discourse power rather than
material power. Hence, this article offers an alternative explanation to
the conventional focus on technological advancement in the ICT
domain. This investigation focuses not on how China’s robust tech
sector could be a formidable force impacting the international system but
rather on how China uses discourse power in its strategic attempt to
counter Western dominance. As illustrated by the saying, “Whoever
rules the words rules the world” (Rolland, 2020: 7), China’s narrative of
cyber sovereignty represents utterances with conscious strategic resolve
and is not benign communicative discourse. China intends to impose “its
preference” through nonviolent means instead of arriving at a consensus
with the international community. This analysis also suggests that the
international community needs to take a more prudent stance in
approaching any claimed knowledge. Language can drive social change
in human society, and thus, individuals must be aware of the danger of
submitting to unexamined rhetoric without exercising critical reflection.

In summary, cyberspace is a world of human making (Yau, 2018).
When the Internet was created, unprecedented connectivity was believed
to be a positive development in human society, and it has increased
shared understanding and promoted innovation. Nonetheless, many
individuals and states no longer believe that cyberspace is a global
common that is not subject to state manipulations. Without being overly
pessimistic, this trajectory suggests that the future of cyberspace
inevitably rests on social agency and individuals’ capacity to act
independently and make more informed choices.
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Abstract

This paper analyzes the position of the New Security Concept (NSC) in
China’s foreign policy. The Shanghai Cooperation Organization (SCO)
has been selected as a case study, because in the China s Position Paper
on the New Security Concept the SCO has been announced as the best
implementation practice of the NSC. This paper is made of three parts.
The first part represents theoretical platform for explaining the NSC and
the reasons why it was introduced by policy-makers of the Chinese
Communist Party. The research relies on concepts offered by moral
realism, relational theory and theory of institutional balancing. The
second part tackles the institutional development of the SCO, as the
framework for exploring by which manners and in which areas SCO’s
member states/partners deepen and strengthen their cooperation and in
which areas the cooperation is lacking. The third part of the paper
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tackles the practical nexus between the NSC and the SCO, focusing on
Peace Missions, Xiamen and Solidarity — the SCO joint antiterrorist and
military drills for countering geographical and cyber terrorism,
separatism and religious extremism (“three evils”).

Keywords: relational theory, strategic credibility, ‘“non-other”,
Shanghai Cooperation Organization, cyber security

1. Introduction

We are witnessing that the contemporary world order is under great
changes within which China is ambitiously striving to obtain the “role of
partner” within the global governance. For decades China has not been
an autarkic state in terms of what China understands as more equitable
geoeconomic distribution of wealth and more secure geopolitical order.
This shift in China's foreign policy has been brought by economic,
political, military and social results, ecological, and nationalistic
challenges and further requirements of the policy of “reforms and
opening-up”. Thus, through the policy of “reforms and opening up”
China abandoned the concept of self-sufficiency while understanding
global order as a revolutionary space. It started to pursue more pragmatic
course towards the international order and multilateralism. In that
context one of the many Chinese ambitious aims is to create the
atmosphere within which it will not be understood as “Other”, that is, it
will be perceived as ‘“Non-Other” state that is not challenging and
jeopardizing the international society. Following the logic and nature of
this kind of objectives, China is using the tools offered by structural
power (Mitrovi¢, 2012: 21-25). Structural power is one of the tools
that one country can use with the aim to create new or reshape the
existing structures of the interstate (economic, political, security and
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technological) relations. From the same perspective, China understands
the new interstate relations as the platform for making global partnership
network. Further, the global partnership network is the framework
within which China will be in a position to use the other states’ social
power. Social power is defined as a power of creating legitimate norms,
standards and values (Stefanovi¢-Stambuk, 2010: 665). As the end of the
Cold War brought the dismantling of the Soviet Union, bipolar world
order structure has been replaced by U.S. undisputed power.
Legitimately, USA acted from the position of power of the unique global
super power creating international security, political and financial
structure that will be in accordance with American strategic ambitions
and plans abstracted in “Manifest Destiny”. As one of the steps in the
process of creating the “New World Order”, USA selected the
homogenization of the states. States which did not want to be
homogenized under the Washington Consensus or did not support
militaristic export of democracy were defined as “Other” — challengers
and rogue states. Facing the unquestioned American power, China as a
promising developing country that was affected by many internal
turmoils, was pushed once again to change its understanding of domestic
and international security. Besides losing its “balancing position”
between the two blocks, Western and Eastern, China faced vacuum of
power in Central Asia. The vacuum of power triggered competition for
controlling Central Asian strategic assets such as oil, gas, rare earths
minerals, and religion. With controlling strategic assets, external factor
is in position to dictate institutional development, political and economic
reforms of the Central Asian states. Regarding Chinese national
interests, this was a great challenge. Namely, after the dissolution of the
Soviet Union, for the very first time Kazakhstan, Uzbekistan,
Turkmenistan, Kyrgyzstan and Tajikistan had to face domestic and
international challenges as independent states. The geopolitical map
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of Eurasia was redrawn and, thus, unfamiliar for the international
community. China had to act towards this newly formed geographical
and security map, if it wanted to preserve/defend its territorial
sovereignty and sustain economic development. Namely, China’s
Xinjiang autonomous region is bordering with those newly formed
states. But, the problem lays in the fact that Central Asian states could be
the (additional) driving and (de)stabilizing force regarding the Uyghur’s
separatist ambitions in creating the so-called state of “East Turkestan”.
Having in mind that Central Asian states are linguistically and
religiously more familiar with and biased towards Uyghur than the Han
population, China considered this as a potentially great support of
Uyghur’s separatist ambitions. Parallel with securing its western borders,
China was creating the position to reinforce and provide international
legitimacy to its vertical and horizontal control over Xinjiang. Hence,
China initiated and Russia, Kazakhstan, Kyrgyzstan and Tajikistan
accepted the Shanghai Five mechanism. The involved states realized that
by resolving and preventing future territorial disputes and by reducing
the military forces in the common bordering regions, they will be able to
employ their resources for economic development and enhancing the
people’s living standards. Thus, instead on arm race the budget spending
could be directed towards non-military services and sustainable
development (Mitrovic, 2011, 2019¢c). By establishing multilateral,
besides bilateral cooperation, China made the very first step in
presenting itself as “Non-Other” and integral part of the Central Asian
economic, institutional, political and security transformation. Thus,
Chinese ideas, values and norms would not be excluded as challenging
elements. The Shanghai Five was created in 1996, and it was the germ of
the SCO flourished in 2001, when Uzbekistan accessed as a full member
state. As years were passing by, the Organization demonstrated its
capacities in securing security in FEurasia and providing economic
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development, by nurturing and making harmony in diversity. This SCO
approach towards regulating interstate security and economic relations is
defined as the “Shanghai spirit”. Thus, China is insisting that the work
of the SCO is not based on imposing the homogenization, but on
creating the atmosphere within which the sustainability of the
Organization and its member states will be grounded on finding the
resolutions by respecting difference of national interests and finding
harmony in diversity. On the other side, (colloquial speech) as for the
Chinese core national interests, China behaves in the way that there is no
room (there is no scope) for offering different perspectives, but Chinese,
on resolving the issues. This was the factor that made public policy
makers and representatives of academia to question the power,
sustainability, openness and strength of the SCO. However, there is a list
of countries that are waiting to become its member state (Mitrovic,
2019a).

2. Development of the New Security Concept in China’s Foreign
Policy

Introducing the New Security Concept ( #7% 2 M. — xin anqudn guan)
as the Chinese strategic, proactive, constructive, for some states
assertive, choice and approach for pursuing multilateralism and
joint securitization of security and economic development cannot be
considered as a kind of ad hoc, short-term reaction to outside stimulus. It
also reflects its overall assessment of the nature and trends of the
international system and the international environment, its evolving
concepts of national security, and its deepening understanding of the
function of multilateral diplomacy under new circumstances (Wang,
2005: 160). In that context, the NSC is mirroring the evolution of
China’s identity positioning, strategic interests and relations with the
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international community. Thus, the NSC not only came from practice
but also reflects the steering of practice (Zhong, 2014: 142). By
introducing the NSC, China started to gather the partners that will
support its idea that the zero-sum way of thinking in international
relations and Cold War mentality are obsolete and non-feasible tools in
securing not just regional, but global security too. According to Qian
Qichen we [international society] have to abandon the “Cold War
mentality” and to develop global security order that is based “neither on
military build-up nor on military alliances”, but it is grounded on
[constant searching for and building] “mutual trust and common
interests” (Wang, 2005: 175). For the Chinese side, the security is
relational concept. Relational theory is seen in the fact that China
through the NSC is striving to harmonize national interests, and not to
make homogenized military or security alliances. In that kind of
international society, the relations between A and non-A will not be
based on zero-sum game, instead it will be based on constant searching
for new synthesis and symbiosis between different national interests,
business praxis and security understandings (Qin, 2010). Understanding
refers to both to mutual security relations and security context within
which those relations are positioned. Having in mind, that China defines
Western security concept as non-feasible and obsolete, it still to be seen
whether Beijing is creating the atmosphere of harmonization of
differences or create the harmonization that will be suitable for “wolf-
warrior” diplomacy? This kind of thinking made some authors claim that
by introducing this concept, China is diminishing the positive impact of
the military alliances on the global stability on purpose (Shambaugh,
2005).

The NSC was accepted by the third Communist generation led by
Jiang Zemin and it was incorporated in the White Paper on China
National Defense from 1998 — within The International Security
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Situation (Ministry of Foreign Affairs of the People’s Republic of China,
1998). After that, in 2002, China published document China's Position
Paper on the New Security Concept. Namely, in China's view, the core
of such new security concept should include mutual trust, mutual
benefit, equality and coordination (Ministry of Foreign Affairs of the
People’s Republic of China, 2002). Regarding the abovementioned
features of the NSC, the attention of our research will be focused on
the methods China is using to implement those concepts in the
Central Asian states. We hereby question whether China's perception of
interest could be harmonized with neighbors’ perception? Whether the
harmonization is conditioned with Chinese capital and surplus in foreign
exchange reserves, labor in the cement and glass industry and
contemporary arms? Does NSC represent Chinese efforts for creating
security architecture based on the logic of complementarity or a
charming offensive in creating its “Greater China Zone” sphere of
influence? Xi Jinping in the “Diplomacy with Neighboring Countries
Characterized by Friendship, Sincerity, Reciprocity and Inclusiveness”
speech accentuated that “China’s diplomacy in this area [neighborhood]
is driven by and must serve the Two Centenary Goals and our national
rejuvenation [Chinese Dream]. To achieve these strategic aims, we
must maintain and make best use of the strategic opportunities we now
enjoy, and safeguard China's state sovereignty, national security, and
development interests.” (Xi, 2013a) Besides that, Xi Jinping, during the
Peripheral Working Diplomacy Conference, underlined, once again, the
strategic importance of Chinese neighboring states. Hence, one of the
Beijing’s strategic goals is to raise the cooperation with neighboring
states on the level that will reinforce China's position and enhance the
achievement of national interests (China Council for International
Cooperation on Environment and Development, 2013). Analyzing the
speeches, it can be presupposed that stable and suitable environment has
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tremendous importance for China’s national interests and ambitions to
develop the strategic credibility as the prerequisite in obtaining
international authority. Such conclusion serves us as a helpful tool in
making the distinction between power and authority, because it is
possible for a state to increase its international power by promoting its
material capability, but such promoted material capability cannot
automatically promote its international authority when other states do
not accept its leadership (Yan, 2019: 17). In that regard, Chinese
neighborhood possesses two main characteristics. First, the
neighborhood is the platform from which China can promote and wide
the spectra of its global ambitions. Second, strategically stable and
practical relations with neighboring states are prerequisites if China
wants to be recognized and accepted as a legitimate world super power.
Thus China is using neighborhood to expand its network of international
partners hence its strategic interests’ borders. Having in mind that China
is facing China Threat Theory, China Collapse Theory, “wolf-warrior”
diplomacy and many other discourses that are (un)objectively
emphasizing negative impacts of Chinese development, was additional
impetus for China to improve its international image and status and
“partnership diplomacy” with the international society. A significant part
in this process is given to the dominant and creative personality of Xi
Jinping, the current Chinese president and CCP Central Committee’s
general secretary (Mitrovic, 2018: 19). Since Chinese diplomatic/
communicational/relational proactivity has not been the part of the
homogenized Western community, Chinese security ambitions in
Central Asia, particularly when the SCO was founded, were understood
as Chinese assertive or even aggressive challenging the American efforts
in spreading democracy supported by NATO military forces. American
strategies of ideational, institutional or geographic spreading the NATO
towards the East, Beijing perceives as an American ambition to create
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the “Asian NATO” ( M rké9db2y — Yazhou bdan de béiyué). The
“Asian NATO” concept is “occasionally used in the context of PRC
media and academic discussion suggesting that a U.S. goal is to link its
allies and partners together into a NATO-like structure targeted at
China” (Mitrovi¢, 2001: 1; Wuthnow, 2018; Dai Xu, 2010; Wang, 2011;
Global Times, 31st October 2013). Obviously, in such structure of
interstate relations, Chinese space for maneuvering or manipulation of
Central Asian strategic interests and assets will be contained. Apart from
signing Partnerships for Peace with Turkmenistan, Kyrgyzstan,
Kazakhstan and Uzbekistan in 1994, the very first result of the
American-NATO ambitions in the Central Asia was achieved after
September 11, 2001. Namely, USA, after declaring the War on terror,
deployed NATO forces in Central Asia, all up to the Chinese borders.
According to Professor Dragana Mitrovic, NATO is one of security
threats (whose expansion to the East and to the borders with Afghanistan
and China follows carefully) that makes China unhappy, but also
pragmatic and flexible enough to adapt these changes. They think that
the NATO expansion expresses the continuation of the Cold War
mentality and the application of traditional security concepts that are
dominated by the mentality of containment and balance of influence.
Just before September 11, George W. Bush’s administration, under the
motto of fighting terrorism and preventing the proliferation of weapons
of mass destruction, strengthened strategic control over the belt from
Southeast to Central Asia, directly entering the security zone of China,
India, Japan and Russia (Mitrovic, 2019d). Xing Guangcheng, has
emphasized four reasons for China's opposing NATO geopolitical and
military infiltration and penetration of region, beginning with emphasis
that NATO’s increased presence will generate an arms race. Second,
closer military ties between NATO and the Central Asian states will
not promote the elimination of ‘‘hot spots” in the region, but rather
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aggravate military confrontation. Third, NATO’s constant military
exercises cannot help but cause concern and alarm in China. Fourth,
some NATO members have provided secret support to nationalist
separatist activities in the Chinese region of Xinjiang, which directly
threatens China’s security and stability (Xing, 2003: 110-111).

In regard to the claims that SCO was founded as Chinese response
and reactions to the American presence in the Central Asian region, we
have to underline that the SCO was founded in June, 2001, that is, before
11 September 2001. However, it could not be guaranteed that China will
not use the SCO to prevent American further geopolitical, military,
ideational and economic influence within Central Asian region, as it did
during the 2005 SCO Astana summit. Thus, implementing NSC through
the SCO practices, China is activating the strategic tools of institutional
balancing towards USA. Institutional balancing perspective offers the
insights that states are making new or using the already established
institutions with the aim to pursue their (realist) interests, such as power,
influence and authority, in the international system (He and Feng, 2019).
Having in mind the strategic importance of the institutions, during the
thirty eight years China has evolved into one of the most important, and
sometimes the most important, participant in the existing structures,
agreements and relationships at the regional and global level, as well as
initiator, re-constructor and architect of many new ones, which are based
on principles substantially different from the ones that had been
dominant in the contemporary world order until recently (Mitrovic
2019b: 138; Mitrovic 2019¢). Chinese behavior mirrored through the
institutional balancing reflects not just Chinese belief that these
institutions will enhance its position in global governance and enhance
its acceptance as a benevolent global super power, bust as the basis of
legitimacy in opposing the US ambition of single super power.
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Following the logic of the institutional balancing through which
China nurtures differences in terms of political values; Beijing was
accused of promoting the Central Asian authoritarian political systems.
Pursuing this kind of approach possesses two strategic importance
matters for China. First, China does not want to be homogenized into
Western prism, that is, it does not want its national interests to be
defined by US criteria for sanctioning or awarding trusting partners.
Second, it will use it as a strategic tool in preventing other states from
shaping on the Western sphere of influence. Whilst China defends its
national interests it does not want to be (mis)judged as a challenger. In
that sense, China is trying to represent its proactive behavior as a
complementary part of the global governance which can bring new
developmental possibilities on the global level. As for the accusations
that Beijing promotes authoritarian political systems, in the National
Defense Strategy of USA, 2018, we can read that China and Russia want
to shape a world consistent with their authoritarian model gaining veto
authority over other nations’ economic, diplomatic, and security
decisions (Ministry of National Defense of the USA, 2018). Hence, in
their understanding, China is blocking reforms and spreading of the
universal democratic values in the Central Asian countries (Ambrosio,
2008). However, China is making USA and its allies anxious, because it
possesses the requested level of financial, military, political and
technological capacities of the structural power to offer the countries all
around the globe the alternatives in regard to their development. On the
other side, there are several arguments that rise the question whether
China really pursues the course of nurturing differences and common
learning from them. Firstly, when China implements projects on the
territories of other countries there is are no public discussions whether
those projects create benefits for domestic development and society.
Secondly, China by defining Western approach to international security
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as an obsolete and non-feasible approach in securing international
security and global development produces the misunderstood impression
that there is nothing positive to learn from.

3. Institutional Development of the Shanghai Cooperation
Organization

As it was already mentioned, the SCO stems from the Chinese efforts to
stabilize border areas with its new neighborhood countries, but as it will
be seen in the institutional organization of the SCO there is no
mechanism that tackles the question of unresolved territorial borders. At
the very begging of the new age in Sino-Central Asian relations, China
requested vast space of territory. According to Sebastian Peyrouse,
China questioned 22 percent of the total surface area of Central Asia: it
laid claim to a territory stretching from Semirechie to Lake Balkhash in
Kazakhstan, almost all of Kyrgyzstan, and some 28,000 km? in the
Pamir region of Tajikistan. However, with the opening of negotiations,
the Chinese authorities toned down their claims and opted for a “good
neighborhood” strategy with the new independent states. They agreed to
reduce their territorial claims to “only” 34,000 km?, chief